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OCHOBHBIE TEPMHWHBI 1 OITPEAEJEHUSA

AYTEHTU®OUKALIUSA — npoBepka NPUHAMICKHOCTH CYOBEKTY JOCTYIa
MPEABIBICHHOTO UM UJEHTU(UKATOPA; TOATBEPKICHUE TIOITTUHHOCTH.
AIMUHHUCTPATOP 3AHIUTDBI - cyObekT npocryma, OTBETCTBEHHBIH 3a
3aIUTy aBTOMATU3UPOBAHHOW CHCTEMBbI OT HECAHKIIMOHHWPOBAHHOTO JOCTyMNa K
uHpopmaruu

BE3OITACHOCTDb HHP®OPMAIIUN -COCTOSIHUE 3alIUAIIICHHOCTH
uHbopMaluu, oOpabaTbiBaeMOW CpEACTBAMH BBIUMCIUTEIBLHON TEXHUKUA WU
aBTOMATU3UPOBAHHOW CHCTEMBI, OT BHYTPEHHHUX WJIA BHEIIHUX YIPO3.
BCIIOMOT'ATEJIBHBIE TEXHUYECKUE CPEJICTBA U CUCTEMMBbI -
TEXHUYECKUE CpEICTBAa M CHCTEMbl, HE MpeAHa3HAYEHHbIE IS Mepeaayu,
0o0pabOTKM M XpaHEHUs KOH(MUIECHUMATBbHON HHPOPMALUH, pa3MellaeMble
COBMECTHO C OCHOBHBIMHM TE€XHUYECKMMH CpPEICTBAMHU M CUCTEMaMu WU B
3aIIMIIAEMBbIX TOMEIICHUSAX

JOCTYII K UH®OPMAIIUMH - o3HakomiieHHe ¢ nHGopMalueii, ee oopadoTka,
B YaCTHOCTHU, KOITUPOBAHUE, MOTU(DUKAIUS WU YHUUYTOKEHUE UH(POPMALIUH.
SAIIUTA THOOPMAIINUUA (3N) - neATENbHOCTD M0 MPEIOTBPALIEHUIO YTEUKU
3amum@aeMoil  MHGOpMaIKi, HECAHKIIMOHUPOBAHHBIX M  HEMpPeTHAMEPEHHBIX
BO3JICUCTBHI Ha HHPOPMAILIUIO.

JAIIMTA OT  HECAHKIIMOHUPOBAHHOI'O JAOCTYINA -
NeATEIbHOCTh, HAIpaBJICHHAas Ha NPENOTBpAlllCHHE MOJy4eHUs HH(POPMALMH
3aMHTEPECOBAHHBIM CYOBEKTOM (WJIM BO3JCUCTBHUA Ha HHGOpPMALUIO) C
HapYyLIEHUEM YCTAHOBJICHHBIX MPAB WUJIU MPABUIL.

SAHIUIIMAEMAS UHO®OPMAIUSA - unpopmanus, SBIASIOMAICS TPEAMETOM
COOCTBEHHOCTH M MOJJIeXallas 3aluTe B COOTBETCTBHM C TPeOOBAHHUSIMU
MIPABOBBIX JIOKYMEHTOB UM TPEOOBAHHSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
uHdopMaIuu.

SAHINIIAEMBIE IMOMELIEHUSA - MMOMEIICHMS, CHEHUAJIBHO
MpeIHa3HAYCHHBbIC IS TPOBEACHUS  KOHGUICHIMATBHBIX  MEPOIMPUSTUI
(coBemmanuii, 006CyXAeHMUI, KOHPEPEHIIH, TIEPErOBOPOB U T.I1.).
SAIIUIIEHHOE CPEJACTBO BBIYMCJIMUTEJIBHONH TEXHUKH
GAHIINMIIEHHASA ABTOMATU3UPOBAHHASA CUCTEMA) — cpenctBo
BBIYMCIIUTENILHOM  TEXHUKHU (aBTOMATH3UpOBaHHAas CHUCTEMa), B  KOTOPOH
peaan30BaH KOMILUIEKC CPEACTB 3aIUTHI.

NHOOPMAILIMOHHBIE PECYPCBI — otrnenbHble JOKYMEHTHI U OTICIbHbBIC
MaCCHUBBI JOKYMEHTOB, IOKYMEHThl 1 MAacCHBBI JOKYMEHTOB B MH(POPMAITMOHHBIX
cuctemax (O6ubmmotekax, apxuBax, ¢oHAaX, OaHKax JaHHBIX, JPYrUX
UHGOPMAIIMOHHBIX CHCTEMAaX )

NUJEHTUDUKALIUA — npucBoeHue cyObeKTaM M OO0BEKTaM JIOCTYyIa
unaeHTuGuKaTopa W (WIKM) CpPaBHEHUE TPEIBABIIEMOTrO HACHTHU(PHUKATOpA C
MIePEYHEM MPUCBOCHHBIX UIEHTU(UKATOPOB.

NIAEHTUDOUKATOP JOCTYIIA - yHUKanpHbII NOpH3HAK CyOBEKTa WIH
00BEeKTa IOCTYIIA.
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KOMIUVIEKC CPEIACTB 3AIIMUTBI — COBOKYNHOCTh MNpPOrpaMMHBIX U
TEXHUUYECKUX CpPEICTB, CO3/laBaeMas M TMOAJEpKHUBaeMas s oOecredyeHus
3aIUATHI CPEICTB BBIUNCIUTENBHON TEXHUKHU WJIM aBTOMaTU3UPOBAHHBIX CUCTEM OT
HECaHKIIMOHUPOBAHHOI'O JOCTYIa K HH()OPMALIHH.

KOHTPOJIMPYEMAS 30HA - npocTpaHcTBO (TeppuTopus, 37JaHUE, YaCTh
3[1aHus1), B KOTOPOM HUCKIIFOUEHO HEKOHTPOJIUPYEMOE MPEObIBAHUE COTPYIHUKOB U
IIOCETUTEIIEH OPraHU3alMY, a TAK)KE TPAHCIIOPTHBIX CPEICTB.
KOHOPUAEHIINAJIBHASA NHPOPMALIUA — uHbopManus C
OTpaHUYECHHBIM  JIOCTYIIOM, HE€ CojAepXamnias CBEICHUM, COCTaBJISIOLIUX
rOCyJapCTBEHHYIO TaiiHy, JOCTYIl K KOTOPOHl OrpaHUYMBAETCS B COOTBETCTBHH C
3aKoHoAaTenbCcTBOM Poccniickon denepanun

HECAHKIIMOHUPOBAHHBINH JOCTVYII - noctyn kK HHQOPMAIMH HIIH
NedcTBUd ¢ uH(pOpMalMell, Hapylmalolue IpaBujia pa3rpaHUYeHUs] AOCTyHa ¢
UCIIOJIb30BAHUEM  INTAaTHBIX  CPEACTB,  MPEAOCTABIIEMBIX  CPEACTBAMU
BBIYMCIINTEIILHON TEXHUKH WIA aBTOMAaTU3UPOBAHHBIMU CUCTEMAMU.
HAPYIIUTEJIb NPABUJI PABITPAHUYEHUA JOCTVYIIA — cyObekr
JIOCTYMa, OCYIIECTBIIAIOIINNA HECAHKIIMOHUPOBAHHBIN 1OCTYI K HH(OpMaLUK.
OBBEKT JOCTYITA  — eAVHHLA UH()OPMAITMOHHOTO pecypca
aBTOMAaTU3UPOBAHHON CUCTEMBI, JOCTYIl K KOTOPOU PErIaMEHTUPYETCS IIPABUIIAMU
pasrpaHu4eHMs TOCTYTIA.

OPTAHU3ALIUA 3AIUTHBI THOOPMAILIUN — conepxaHue U MHOPSAIOK
JENUCTBUMN 1O 00ECIIEYEHUIO 3aIUThl HH(GOPpMALUH

OCHOBHBIE TEXHUYECKHUE CPEJACTBA U CUCTEMBI - texnuyeckue
CPEIICTBA M CUCTEMBI, a TAKXKE X KOMMYHHUKAILIH, UCIIOJb3yeMbIE JJIsl 00pabOTKH,
XpaHEeHUs U Nepeaud KOHPUACHIIMaIbHONW HH(pOopMauu

IMAPOJIb — wuneHtudukarop cyObeKTa [OCTyNa, KOTOPBIA SIBISETCA €ro
(cyOBeKTa) CEKpeTOM.

CUCTEMA PABI'PAHUYEHUSA JOCTYIIA — COBOKYIMHOCTh pe€agnu3yeMbIX
IpaBWJ pa3rpaHUYEHUs] JOCTyNla B CPEACTBAX BBIYMCIMTEIBHON TEXHUKH WIIU
aBTOMAaTU3UPOBAHHBIX CUCTEMAaxX

CAHKIIMOHUPOBAHHBIA JOCTYHI K UH®OPMAIIMUA — nocryn K
uHbOpMaIluK, HE HApYIIAIOIIKN TpaBUiia pa3rpaHUuEHuUs JOCTYTIA.
CEPTUPUKAT 3AIIUTBI — n0KyMEHT, YIOCTOBEPSIOIIMII COOTBETCTBUE
CpEIICTBA BBIUMCIUTENBHOW TEXHUKH WJIM aBTOMATU3UPOBAHHOW CHCTEMBbI HaOOpy
OTpEENCHHBIX TPEeOOBAaHUM MO 3allMTEe OT HECAaHKUMOHUPOBAHHOTO JIOCTYMa K
uHopMalMu W JalouMid 1paBo pa3pabOTYMKy HA MCHOJIb30BAHME U (WJIN)
pacnpocTpaHEeHUE UX KaK 3allUIIEHHbIX.

CUCTEMA SAHIUTHBI NHPOPMALIUN OoT
HECAHKIIMOHUPOBAHHOI'O JOCTYVYIIA - KOMIUIEKC OpraHU3alMOHHBIX
MEp U MPOrpaMMHO-TEXHMUYECKHUX (B TOM 4YHCIIe KPUNTOrpaduyecKux) CpelacTB
3alUTBl  OT  HECAHKIMOHMPOBAHHOTO  JOCTynma K  uHbOpManuu B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

CPEJACTBO 3AHIUTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYVYIIA —
IpPOrpaMMHOE,  TEXHHUYECKOE WIM  [POrPaMMHO-TEXHHYECKOE  CPEACTBO,
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NpeAHa3HAYeHHOE JJii MPEJOTBpAlEHUs WU CYIIECTBEHHOTO 3aTpyAHEHUs
HECaHKIIMOHUPOBAHHOTO J0CTYyTIA.

CPEJICTBO KPUINITOTPA®UUYECKOM 3AIIUTHI MHO®OPMAIIUU —
peanu3ylonme alropuTMbl KpUNTOrpa@uUecKoro mnpeodpa3oBaHuss UHPOpMaLIUU
anmnaparHble, MPOrpaMMHBIE M amnmnapaTHO-IIPOrPAMMHBIE CPEACTBA, CUCTEMBI U
KOMILJIEKCHI, TMpeAHa3HAaYeHHBbIE IS 3alluThl WMH(OpMaluu, obecrneynBarome
0e3omacHOCTh MH(POPMALIUU NPU €€ 00paboTKe, XpaHEHUH U Mepeaayde 1Mo KaHaiam
CBSI3U.

CYBBEKT JOCTYIIA - w0 wWid mpouecc, JEUCTBUS KOTOPOTO
pPErIAMEHTUPYIOTCS MPABUJIAMU Pa3TPaHUYCHHUS TOCTYIIA.
HEJOCTHOCTb HWH®OPMAILIMMU - ycroituuBocTh uHGMOpMALUU K

HECAaHKIIMOHUPOBAHHOMY WJIM CIIy4alHOMY BO3JCHCTBHIO Ha HEE B IPOLECCE
00pabOTKM TEXHUYECKUMH CPEACTBAMH, PE3YJbTaTOM KOTOPOTO MOXET OBITh
YHUUTOKEHUE U UCKa)XKeHHE NH(OpMaLUK.



1. OBIIME ITOJIOXKEHUA

1.1. Ha3nauenune Konnenmuu

Hacrosmas Konuenuusi onpenensieT CUCTEMY B3IVIAI0B Ha MpoOJemMy
o0OecrieyeHrss KOMIUIEKCHON 0e30macHOCTH WHGOpPMAlMd H  yCTaHABIUBAET
MOPSAZOK OpraHu3alliy U MpaBujia obecrneueHus: HHPOPMAIMOHHON 0e30macHOCTH
B MYHHUIIMITAJILHOM OIOJKETHOM 00111e00pa3oBareibHOM yupexaeHuun «Cpeansis
oOmieoOpa3zoBarenpHas mkoida Ne 2» (majee - YupexaeHHE), pacipelelieHue
GyHKUMA U OTBETCTBEHHOCTH 3a oOecredeHrue MHGOPMAIMOHHONW 0€30MacHOCTH
MEXIYy TNOJApa3JIeICHUsIMA U COTPYJHUKAMHU YupexJeHus, TpeOOBaHUS TIO
nH(OpPMAIMOHHON 0€30MMaCHOCTH K MH(GOPMAIIMOHHBIM CPEACTBAM, TPUMEHSIEMbIM
B YupexaeHus. [JJokyMeHT mpelcTaBiIsieT cO00M METOM0JI0IMUECKYI0 OCHOBY IS
pa3pabOTKM W peanu3alii KOMIUIEKCHBIX LEJEBbIX MpPOrpaMM OOecreyeHus
3alMThl HHPOPMALIMKA Ha 00bEKTaX NH(POPMATU3ALMH Y UPEKICHHUS.

1.2. Cdepa npumenenusi Konuenuuu

TpebGoBanusa Hactosmeld Konnenmuu o0s13aTenbHbl AJI1 BCEX CTPYKTYPHBIX
MOJPA3ACICHUN YUPEXKACHUS U PACIIPOCTPAHSIOTCS Ha:

—  aBTOMATH3UPOBAHHBIE CUCTEMBI Y UPEKIACHHUS;

—  CpEACTBa TEIEKOMMYHHUKALNN;

—  IIOMELIEHUS;

—  COTPYIHUKOB YUpEKICHHUS.

BHyTpeHHuE JOKYMEHTBbl  YUpEXKJEHHUs, 3aTParuBalollle  BOMPOCHI,
paccMaTpuBaeMble B JaHHOM JOKYMEHTE, JOJDKHBI pa3padaThiBaThCsi C YUETOM
1oJjoxeHni KoHenuuu u He NpoTUBOPEYUTDH UM.

1.3. IlpaBoBasi ocHoBa KoHuenuuu

IIpaBoByro ocHOBY KoHllenumu cocTaBIstoT:

—  Konctutynus Poccuiickon ®denepaiuuy;

—  ®enepanpHbii 3akoH «O 6e3omacHOCTH OT 28.12.2010 Ne 390-D3;

—  ®enepanpubii 3aK0H «O cBa3m» ot 07.07.2003 Ne 126-D3;

—  ®@enepanbHblil 3aKk0H «O KomMmepueckoi TaiiHe» oT 29.07.2004 Ne 98-
D3;

—  @epepanbublii  3akoH  «O0  wHbOpMammu,  WHGOPMAIMOHHBIX
TEXHOJIOTUAX U 0 3amuTe uHpopmaium» ot 26.07.2006 Ne 149-D3;

—  Hoxtpuna undopmarmonnoit 6ezonacHoctu Poccuiickoit denepanuu,
yrBepxkaena [Ipesunentom Poccuiickoit @enepammu 09.09.2000 [p-1895;

—  CrnenuanbHble TpeOOBaHMS M PEKOMEHIAIMHN IO TEXHUYECKON 3alluTe
koHpunennuansuoi nHbopmanuu (CTP-K), 'octexxkomuccust Poccuu, 2002r.

—  ®enepanpHbli 3aK0H «O MEPCOHANBHBIX JaHHBIX» OT 27.07.06 Ne 152-
®3 (B pen. or 27.07.2011);

— TOCT P HUCO/MDBK 17799-2005. NudopmarimoHHass TEXHOJIOTHS.
[IpakThueckue mpaBuia ymOpapleHUS HHOOPMALMOHHOW  0€30MacHOCTHIO"
(ytB. IIpukazom PocrexperynupoBanus ot 29.12.2005 N 447-ct)
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—  JIpyru€ 3aKOHOJIaTeNIbHbIE aKThl, PYKOBOJSIIHE U HOPMATUBHO-
MeToAnYecKre JoKyMeHThl Poccuiickoit ®enepanuu B obnactu obecrieueHus
nH(pOopMaITMOHHOM 6€30IaCHOCTH.

1.4. euau n3aaa4u odecnedeHus1 0€30MACHOCTH MHPOPMAUHT

['maBHas 1enp obecnieyeHus: 6€30MaCHOCTH MH(OpPMAIUK, ITUPKYIUPYIOIICH
B YUpexJICHUs, - peain3alus IOJI0KECHUN 3aKOHONATENbHBIX aKTOB Poccuiickon
denepauii U HOPMATUBHBIX  TpeOoBaHMN 1O  3ammTe  HHGOPMALUH
OTPaHUYCHHOTO JOoCTyna (Jajee 1O TEeKCTy - KOH(DHICHIHMATbHON WU
3amum@aeMo  mHGOpMalMi) ¥ TOpeaoTBpamieHue yiepda B pe3yibTaTe
pasrianieHus, yTpaTbl, YTEUKH, HUCKAKECHHUS M YHUUYTOXKEHUST UHOpManuu, ee
HE3aKOHHOTO  WCIOJB30BaHUS W  HapymieHus paboTel  WH(OpMAIMOHHO-
TEJICKOMMYHUKAIITMOHHOW CUCTEMBI Y UPEKIACHUS.

OCHOBHBIMHU TIEJISIMU 0OecTieueHust 0€30MacCHOCTH UH(DOPMALINY SBIISFOTCS:

- TOpPEeNOTBpPAIICHHE  YTEYKH,  XUIIEHUSA,  HUCKaXEHUsA,  NOAJEIIKU
uHdOpMaIuH, UPKYIUPYIOIIEH B YUpexKIeHus;

- TOpeNOTBpAICHHE HAPYLIECHUM MPaB JIMYHOCTH KIMEHTOB HA COXPAHEHUE
KoH(puneHnuansHocTH nHhopmarmu, nupkyiupytomeir B UTKC Yupexnenus;

- MPEJOTBpAIllEHNE HECAaHKIIMOHUPOBAHHBIX JEUCTBUM MO OJOKUPOBAHUIO
uHdopmaIuy;

OcHOBHBIMH ~ 3a7auyaMud  oOecriedeHus:  0e30MacHOCTH  HUH(OopMaUU
SBJISTIOTCSI:

- COOTBETCTBHE MOJIO)KEHUSAM 3aKOHOJIATEJIbHBIX aKTOB M HOPMATHBHBIM
TpeOOBaHUSIM TIO 3alUTE UHPOPMAITUY;

- CBOEBPEMEHHOE BBISIBIICHHE, OIICHKA M MPOTHO3UPOBAHUE HCTOYHUKOB
yrpo3 MHGOPMALMOHHON O€30MaCHOCTH, MPUYUH U YCIOBUH, CIOCOOCTBYIOIIHUX
HaHECEHUIO ymiepOa uHTepecaM YUpexAeHUs, HapPYyUICHUI0O HOPMaJIbHOIO
dbynkunonuposanus u pazButusi UTKC Yupexnenus;

- CO3JaHME MEXaHU3Ma OINEPATHBHOIO pEarupoBaHUs Ha  yrpo3bl
uH(OPMAITMOHHONW O€30MacHOCTH W HETaTHBHBIE TEHJICHIIMM B CHUCTEME
UH(OPMAIMOHHBIX OTHOIIICHUH;

- 3¢ dexTuBHOE peceycHre HE3aKOHHBIX MOCSTaTEILCTB Ha
WH()OPMAITMOHHBIC PECypChl, TEXHUYECKHE CpeAcTBa U HMHGOPMAIIMOHHbBIE
TEXHOJIOTUH, B TOM YHUCJIE C HCIOJIb30BAHUEM OPraHU3alMOHHO-TIPABOBBIX H
TEXHUUYECKUX MEP U CPEJICTB 3alUTH HH(POpMALINH;

- CO3J]aHUE€ YCIOBUM JUIsI MAaKCUMaJIbHO BO3MOXKHOTO BO3MEIIEHUS U
JIOKaJIM3alliid HAHOCHMMOTO HHTEpecaM YupexkaceHus yiiepda HernpaBOMEPHBIMU
JNEUCTBUSAMH  (UBUYECKUX U HOPUAUYECKUX JIHI, OCJIa0JieHUe HEraTUBHOIO
BIMSHUS W JIMKBUJAIMS  TIOCJICICTBUN  HapylieHuss  HUHGOPMaAIMOHHON
0e30IacHOCTH;

- paspaboTka HOPMaTHUBHO-TIPABOBOI1 0a3bI oOecrieueHus
nH()OPMAITMOHHONW 0€30MaCHOCTH, KOOPAWHAIMS JEATEILHOCTH MOApa3aeIeHuN
VYupexaeHus 1o o6ecrneyeHnIo 3auThl HHPOpMaIH;

- pa3BUTHE CHUCTEMBI 3alllUThl, COBEPIICHCTBOBAHUE €€ OpraHU3aluu,
dbopM, METOIOB U CPEICTB MPEIOTBPAIICHUS, MAPUPOBAHUS W HEHUTpaTU3aIuiu
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yrpo3 UHGOPMAIMOHHONW O€30MacHOCTH U JIMKBUAAIMH TOCIEACTBUMA ee
HapyILICHUS;

- CO3JaHME W NPUMEHEHHUE 3allMIICHHbIX MH(POPMALMOHHBIX OOBEKTOB U
AWC, nieHTpoB 00pabOTKH 3aluIaeMoi HHPpOpMAITUH;

- pa3BUTHE U COBEPLICHCTBOBAHUE 3AILUIICHHOTO IOPUANYECKH 3HAUUMOTO
3JIEKTPOHHOT'O IOKYMEHTO000POTA.

- CO3JaHME€  MEXAaHU3MOB, OOECHEUMBAIOIIMUX  KOHTPOJIb  CHUCTEMBI
uHPOPMAIIMOHHON O€30MacHOCTH W TapaHTHHU JOCTOBEPHOCTH  BBITIOJHEHUS
YCTaHOBJICHHBIX TpeOOBaHUN HHPOPMAIIMOHHOM 0€30MacHOCTH

- CO3JaHME MEXaHU3MOB YINpPaBJICHHUS CHCTEMOH HH(POPMAIMOHHOM
0e30ITacCHOCTH;
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2. OBBEKTHI 3AIIIUTHI

2.1. O0beKTaMHu 3a1UTHI YUYpeKACHUA ABIAIOTCH:

- uH(pOPMAaLIMOHHBIE PECYPCHI;

- CpelcTBa U CHCTEMbI 00pabOTKH HH(OPMALINY;

- CpelcTBa W CHUCTEMBI 3alUTHl MH(GOPMALIMHU, B T.4. KPUOTOrpadUIECcKOi
3alUThl HHPOPMALIUU;

- TOMEUIEHUs1 WK OOBEKThI, MpEJHA3HAYEHHBIC ISl BEICHUS 3aKPBITHIX
MIEPErOBOPOB.

2.2. NUudopMmanuoHHbIE pecypchl YUpeKIeHus

ITox MH(POPMAIMOHHBIMU pecypcaMu B YUpexIEHUU
NOHUMAIOTCS COBOKYIHOCTM CBEJIEHMH B 3JEKTPOHHOM M OyMa)XHOM BHJIE
(6aza nmaHHBIX, BJEKTpOHHas OuOIMOTEKa, peecTp, KaxacTp, (GOHI, apXHUB U
Ipyrue BU/IbI MH(}OPMAIMOHHBIX MacCHBOB), HOJJIEP>KUBAEMBbIE
POrpaMMHO-TEXHUYECKUMHU CpelICTBAMHU aBTOMAaTU3HPOBAHHOMN
uH(pOpMaMOHHOU cucTeMbl. MHQOpMaLMOHHBIE peCcypChl MPEICTABISIIOT COOOM
XpaHWINIIA JaHHBIX, U3 KOTOPOTO MyTE€M CHEHUATU3UPOBAHHOU 00pabOTKU
NOJIb30BATENI0  IpeAocTaBisieTcss HMHPOpPMAUMs HAa  BJIEKTPOHHBIX WM
OyMa)KHbIX HOCHUTEJSIX, B TOM YKCJIE B BUJIE OTACIBHBIX (PparMeHTOB 0a3 aHHBIX,
OTYETOB U CIIPABOK.

TexHonoruueckoit ocHOBOM (hopMupoBaHMsS MH(POPMALMOHHBIX PECYpCOB
ABJISIETCS  MPOrPaMMHO-TEXHUYECKas cpena ABTOMATU3HPOBAHHBIX
MH(GOPMALIMOHHBIX CUCTEM, UCIIOJB3YEMBIX B YUPEKICHHUH.

Hcnonb3yembple B MHPOPMAIIMOHHBIX CHCTEMax YUpeXJIECHUS TEXHOJOTUHU
B3aMMOJICUCTBUS TIpU 00pabOTKE HH(OPMAITMOHHBIX PECYPCOB BKIIOYAIOT:

- 9JEeKTpOHHYIO o4ty (poTokoibsl SMTP u IMAP);

- DJIEKTPOHHBIN 00MeH (aiinamu (mpotokon FTP);

- 00MeH (ailmamMu Ha MarHUTHBIX HOCUTENSIX B (hopmate XML;

- Web-moctyn k pecypcam cetu (mporokosist HTTP/HTTPS/HTML);

- TEXHOJOTMIO TEPMHUHAJIIBHOTO  JOCTyNa JUIsi  B3aMMOJICUCTBHS  C
yAaJICHHBIMU TI0JIb30Batels (mpotokona RDP);

OcHosHbiM ucmoyHukom vHGOpPMAIMK U1 HAMIOJIHEHUS TIEPBUYHBIX 0a3
nauaeix WUTKC  sBusitoTcs  AOKYMEHTBI M COOOIEHHUS, TOCTYMAIUe OT
CTPYKTYPHBIX MTOAPA3CICHUNA YUPEKICHUS U BHEIIHUX OPTraHU3aIUH.

Nudopmarnmonnoe u ¢yHkimoHanbHoe B3ammojencteue y3inoB WTKC
VYupexaeHus oCyleCTBISIETCS HA OCHOBE MHTETPUPOBAHHBIX (JIOTUYECKH €UHBIX )
0a3 ITaHHBIX, 00ECIIEYNBAIOUINX JOKHOCTHBIX JIUI] CTPYKTYPHBIX MOJpa3fiesieHui
Yupexaenus TpedyeMoit nHbopMaIuei.

Oomen ungopmayueii OCylmeCTBISIETCS

- BHYTPM y3JO0B - MO JIOKaJbHBIM BBIYHUCIUTENbHBIM CETAM -
NpOrpaMMHBIMM M TeXHHYecKkuMHu cpenctBamu  JIBC B COOTBETCTBUM C
TPaHCIOPTHBIMU MPOTOKOJIAMH 0OMeHa HHpOopMaIell Mex 1y aDOHEHTaMu;

- mexnay y3namu UTKC VYupexnaenus u nHOOpMAMOHHBIMU CHCTEMaMU
BHEILIHUX OpraHM3alui M BEAOMCTB - IO KaHajdaMm CBSI3M (WJIM HA MarHUTHBIX
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HOCHUTENISIX) B COOTBETCTBHU C COTJIAIICHUSIMA W MPOTOKOJAMHU IO OOMEHY
uHpopMmarmei.

Bess mndopmanus, xpanumasi, oOpabaTbiBaeMasi WIHM IieperaBaeMas B
paMKax Tmojpa3liefieHud YUpexJeHHs C HCIOIb30BaHUEM HWHOOPMAIMOHHON
CHCTEMBI, KJIacCH(UIIMpPOBaHA TI0O CTENCHH BAXKHOCTH W KPUTHYHOCTH Ha
CIICYIOIINE KaTeTOPHH.

Konpuaenunanbnasa uadpopmaums

K  koHbuaeHmmanpbHOW  OTHOCHTCS  HWHGOpMAIHMs,  COCTaBIISIOIIAS
KOMMEpPUYECKyI0 TaliHy, mHpopmanus o (akTrax, COOBITUAX M OOCTOATEIHCTBAX
YaCTHOM >KU3HU TpaKJaHWHA, MO3BOJIAIONIAS HJIEHTU(PUIMPOBATH €0 JUYHOCTD
(mepcoHanbHbIE  JTaHHBIE), 3a  HUCKIIOUYEHHEM  CBEACHHWH,  MOJJIEKAINX
pacupoCTpaHEHUI0 B CPEJICTBAX MAacCOBOM HWH(OpMANUMU B YCTAaHOBJIEHHBIX
dbenepalbHBIMU ~ 3aKOHAMM  CllydasX, a Takke Jro0as JApyras 3akpbITas
uHbopMalus, ABISOUIasICcs cCOOCTBEHHOCThI0 YupexkaeHus. [Ipu oOpaboTke 3TOM
uHdopmaIuu HeooxoauMo coOoaTh TpeboBanus “CreruanbHbIX TPeOOBAHUM U
peKoMeHAauuMi 1o  3ammTe HH(OpPMAalMKM C  OrPAaHUYEHHBIM  JIOCTYIIOM,
oOpabatbiBaemori  TexHuueckumu cpencteamu  (CTP-K)”  T'ocynmapcTBeHHOM
TexHu4Yeckou komuccuu rnpu [Ipesunente PO, nomoxenus PenepaibHOTO 3aKOHA
«O TepCOHANBHBIX JAHHBIX», A TAKXKE MPOUYUX HOPMATHBHBIX IPABOBBIX aKTOB,
perjlaMeHTUPYIOMKX paboTy ¢ KOHPUACHIIMAIBHON HH(OpMaIUE.

[Ipu xpanenuu, nepegadye u oOpabOTKe TaHHOM MH(OpPMAMU HEOOXOAUMO
o0ecreynuTh MaKCUMAaJIbHbI YPOBEHD €€ 3aIUTHI.

Cay:xxkeOHas unpopmanus

K cmyxebHoii uHdpopmanuu MOTYT OBITH OTHECEHBI JIHOOBIE CBEACHUS,
OTHOCSIIHECS K JEATEIIbHOCTH MOApa3ACIICHUN Yupexenus,
HECAHKIIMOHUPOBAHHOE  PACIPOCTPAHEHUE KOTOPHIX MOXET TPUBECTH K
OTPULIATENBHBIM 3KOHOMUYECKUM, 3ITUYECKUM WJIM HHBIM MOCIEICTBUSAM ISl
VYupexnenusa. Xpanenue, oOpaboTka W Tiepenada Takol HMHPOpMalUU TOJDKHA
OCYIIECTBIISATHCS B COOTBETCTBUU C TPEOOBAHUSMH HACTOSIIETO JOKYMEHTA.

PabGouass nnpopmanus

Pabouas undopmanus BKIroUaeT B ceOsl CBEJCHUS, UMEIOIINE OTHOIIIEHUE K
BHYTPEHHEU JEATEIBbHOCTU NOAPA3ACICHUN YUPEKICHUS U HE OTHOCSLIMECS K
KOH(UIEHIMANBbHON WK ciyxeOHo mHpopmanuu. Ilpu xpaHnenuu, nepenade u
00paboTke Takoi nHPOpMaITUU HEOOXOIUMO 00ECIIEYUTh MAKCUMAJIbHBIA YPOBEHD
e€ LEJOCTHOCTU U AyTEHTUYHOCTH B COOTBETCTBUU C MOJOKEHUSIMU HACTOSIIETO
JIOKYMEHTA.

IIpouyue BuaAbI HHpOpMaALMU

JUis  mpouynx BUAOB HWH(MOpPMAIMKA TOPSAAOK XPaHCHWs, Tepeaadd |
00paboTKH c HCIIOJIb30BaHUEM aBTOMATU3UPOBAHHBIX CHUCTEM HE
perIaMeHTHPYETCS.
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2.3. CpeacrBa u cucteMbl 00padoTku HHpopManuu

CpenctBa u cuctembl 00pabOTKH HHGOPMAIIMN Y UPEKICHUS PECTABISIOT
co00Ol COBOKYIMHOCTh MPOTPAMMHOIO OOECHEYEHUs! M TEXHUYECKUX CPEJICTB
0o0paboTku W mnepenayr MHGOPMALMKM, a TaKXe CHCTEMY TEJICKOMMYHUKAIIUM
(CTK).

Texnnueckoe odecneuenue (TO) BkioyaeT cieAyOUINe KOMIIOHEHTHI:

= CepBEpHbIE KOMIUICKCHI (TIaTPOpMBI);

- pabouune CTaHITUHU T0JIb30BATEIICH;

- TEXHUYECKHE CPEICTBA BBOIA/BbIBOIa MH(DOpMAITHH:

- CKaHEPBHI;

- MIPUHTEPHI.

- CpeICTBa XpaHCHUS ¥ ApXUBUPOBAHUS JaHHBIX;

- AKTUBHOE U MTaCCUBHOE 000PY/I0BaHUE JIOKATBHOMN
BerunciauTensHon cetu (JIBC);

- cpencTBa OecriepeOOMHOrO MUTAHUA.

Cucrema tesekommynukanuii (CTK), nognepxuBaer nHPOpMaIIMOHHBIH
oOMEH MeXay BHYTPEHHUMU aOOHEHTaMH M HUH(POPMAIMOHHBIMH CUCTEMaMHU
VYupexnenus, a Takke MHOOPMALMOHHYIO CBA3b C BHEIIHMMHU aOoHeHTamu. B
cucremMHoit apxutekrype CTK Bbigenensl cieayronie  (pyHKIMOHAJIbHBIE
MOJICUCTEMBI:

- TpancnopTHas moACUCTEMA;

- BenomcrBenHas TenedoHHas CETh;

— [Toacucrema yaaneHHOro TOCTYyINa K HH(POPMALIMOHHBIM pecypcam;

- [Toncucrema 3J1€KTPOHHOM MOYTHI;

— [Toacucrema cepBucoB riao0anbHOM cetn MHTepHeT;

- [Toacuctema yrmpaBnenus, MoHUTOpuHTa 1 00ciyxuBanus CTK.

B cocraB mporpammHuoro odecnedenusi THOOPMAITMOHHBIX CUCTEM BXOJISAT:
- 001IIecuCTEMHOE ITPOrpaMMHOE 00ECIICUeHHUE;
- crnienuaibHoe (MPUKIAIHOE) TPOrpaMMHOE 0OECTICUCHHE.

ObwecucmemHnoe npoecpammHoe obecnedenue BKIIOYAET B CeOs:

= CEpBEPHBIC U KIIMEHTCKHUE OTIEPAITMOHHBIC CHUCTEMBI,

- CVYbB/I;

= NaKeThl OPUCHBIX TPOTPAMM;

- AHTUBHUPYCHBIC TTPOTPAMMBI;

- MaKeThl IPOTPAMM JIJIsl TPYIIIOBOM pabOTHI

= TEPMUHAIBHBIC CEPBEPHBIC U KIIMEHTCKHUE MMPOTPAMMBI

- CpPEACTBA DIEKTPOHHOU MOYTHI;

- CpencTBa yrpaBieHus: UHOOPMAITMOHHON O€30MaCHOCTHIO;

- CpeICTBa yIpaBJieHUsS U aIMUHUCTPUPOBAHUS CUCTEMOM;

Cneyuanvroe npocpammnoe ooecneuenue (CI1O) siBiseTcsi COBOKYIMHOCTBIO
AHATMTHYECKUX U JIOTHYECKUX METOJIOB ¥ AITOPUTMOB, MPOTPAMM HX pPEeaM3allnH,
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oTpakaromux CHGLII/I(I)I/IKy ABTOMATHU3UPYCMBIX IIPOLHECCCOB M IPCAHASHAYCHHBIX
JJI1 oOecreueHus ACATCIIBHOCTHU AOJIZKHOCTHBIX JIMIT Y‘IPG}KILCHI/IH.

2.4. CpeacrBa o0ecneyeHus

ITox CpeICTBaMHU oOecrieyeHus YupexaeHus ITOHUMAIOTCS
BCIIOMOTATeJIbHbIE HMH)XCHEPHO-TEXHUYECKUE CHUCTEMbl, HE Yy4YacTBYIOIIHE B
oOpaboTke mHbOpMaILUK, cojaeprKaileld KoHpuaeHIMalbHbIe cBefieHus. B o0miem
BHJIE€ K 9TUM CHCTEMaM OTHOCSITCS:

- CUCTEMBI JICKTPOTIUTAHUS U 3a3€MJICHUS OOHEKTOB;

- CUCTEMBI CBSI3U (BEIOMCTBEHHOM, MEXTYyTOPOIHEN, TOPOJICKOM,
BHYTPEHHEH ), HE TIPeTHA3HAYCHHOM JJIs1 3aKPBITHIX TIEPETOBOPOB;

~ CHUCTEMBI MTOKAPHOU U OXPAaHHOM CUTHAJIM3ALUK;

- AIEKTPOHHBIE CUCTEMBI KOHTPOJISI M YIIPABJICHHS TOCTYIIOM Ha
TEPPUTOPUIO U B TIOMEIIICHHUS;

- CHUCTEMBI TPOMKOTOBOPSIIICH CBSI3U M OTOBEIICHUS;

- CHUCTEMBI KOHJIUITUOHUPOBAHUS, OTOTUICHHUS U BO3TYXOCHAOKEHUS.

2.5. O0beKThl, NpeHa3HAYEeHHbIE JJI51 BeIeHUsI 3aKPbIThIX

NepPeroBopoB
B kadectBe 00BEKTOB, NpeIHA3HAYCHHBIX /I BEACHHS 3aKPBITHIX
IICPErOBOPOB,  HEOOXOJUMO  pacCcMaTpuBaTh  CICAYIOIIHE  ITOMEIICHUS

[EHTPAJIBHOTO anmnapara u TePPUTOPUATIEHBIX OPTAHOB Y UPEIKICHUS:

- KaOWHETHl PYKOBOJSIIEIO COCTaBa, MCIOIB3yeMbIE AJST OOCYKICHHUS
KOH(HIeHIIMATbHON MH(OpMAIINH;

- MOMEIIEHUSI JUIsi TIPOBEJCHHSI COBEIIAHWH W TEPErOBOPOB IO
KOH(UICHIIMATEHBIM BOITPOCAM;

- Apyryue MOMEIIEHHUS, B TOM YUCJIE U TEXHUYECKHE, B KOTOPBIX MOXKET
o0cyXnatbcsi KOHGUACHITMATbHAs HHDOPMAIIHS.
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3. MOJAEJIb YI'PO3 BE3OINIACHOCTU HWHPOPMAIIMU B
YYUYPEKJAEHUU

3.1. OcHoBHbIE (paKTOPHI, BO3ACHCTBYIOLIHE HA HH(POPMALIUOHHY IO
0e30IacHOCTh Y4peKAeHus

OcHoBHBIMU  (haKTOpaMH, BO3JICHCTBYIOIIMMHU Ha HH(YOPMAIMOHHYIO
0e30MacHOCTh Y UpeKIeHUs], SBIISIFOTCS:

—  Ilpuponusiit paxtop. COBOKYMHOCTh Yrpo3 MPUPOJHOTO XapakTepa,
ABJISIFOIINXCS  CJIEICTBUEM BO3JCHUCTBUSL €CTECTBEHHOW HENPEOIOIUMON CHJIBI
(cTHXUHK) — 3eMJIETPSICEHUS, HABOIHEHUSI, METEOPOJIOTMUECKUE KATAKIU3MBI U T.I1.,
PUBOJISILINE K YCTOWYUBOMY HapyLIEHUIO (bYHKITMOHUPOBAHUS
MH()OPMAIIMOHHBIX M TEJIEKOMMYHHUKALIMOHHBIX PECYPCOB, BIUIOTH J0 UX YTPAThI
WM  (PU3NYECKOTO YHHUUYTOXKEHHS. BeposTHOCTh omnpenenseTcs crnenupukon
TEPPUTOPHUH, Ha KOTOPOM TUCIOLMPYETCS 3alIUIIAEMbI OOBEKT — MHOTOJIETHUMH
METEOPOIOTUUECKUMHU HAOMIOAEHUSIMU, TEOTEKTOHUYECKUMHU JTAaHHBIMU U JIP.

—  Texunorennbii ¢akrop. COBOKYHHOCTb YIpO3 HCKYCCTBEHHOTO
Xapakrepa, BBI3BAHHBIX  pE3YyJbTaTaMH  YEJIOBEYECKOW  JIEATEIIbHOCTH
(LMBWJIM3ALIMN) — TOXAapbl, B3PbIBbI, 3aTOIJICHUS, PAJUALMOHHBIE U XUMUYECKHUE
3apa)KE€HUs, SHEPIeTUUECKUE aBapUH, pa3pelieHue KOMMYHUKAIU, B TOM YHCIIE —
B pe3yJbTaTe TEPPOPUCTHUECKUX aAKTOB, IHUBEPCHI, MACCOBBIM OecrnopsakoB U
BeICHNSA OOEBBIX IEHUCTBUIL.

— Cucremublii  (Qaktop. BO3HHMKHOBEHME  yIrpo3bl  ILEJIOCTHOCTH
uH(popmManuu 17§ (nnn) (YyHKIMOHUPOBAHUIO MH(OPMAMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CPEACTB, CUCTEM M CETel B pe3ysbTare OMMOOK B HMX
IPOEKTUPOBAHUU U pa3pabOTKe WJIM BO3HUKHOBEHMSI BHYTPHUCHCTEMHBIX COOEB
(patanpHBIX OmMMOOK) MpPHU MX OIKCIUTyaTallud, B TOM 4YHCIE — WU3-3a
HECOBEpIICHCTBA  WJIM  KOH()JIMKTOB  MPOrpaMMHOrO  OOecnedyeHus WU
HEUCIPAaBHOCTH 000PYIOBaHMUS.

—  UYenoBeueckuit ¢akTop. Bo3HUKHOBEHHE yrpo3bl 0€30MaCHOCTH
uHpopMaluu B  pe3yJabTaTe€ OTCYTCTBUS  MPOQPECCHOHANBHBIX  HAaBBIKOB,
HEJIOCTaTOYHOW  MOJATOTOBKHM,  XaJaTHOCTH, HEHAJICKAIIErO0  HMCIOJHEHUS
o0s3aHHOCTE WM  3JI0r0  yMBbICIAa  TE€pPCOHAaja,  AKCIUIyaTUPYIOILETOo
WH(OPMAIMOHHO-TEJICKOMMYHUKALIMUOHHbBIE ~ CPEJCTBA, CUCTEMbI M  CETH,
pa3pabOTYHNKOB MIPOTPAMMHOT0 00ECTIEUEHHUS U TI0JIH30BaTEIICH, UMEIOIINX JIOMYCK
K uMH(OpManuu Ha 3aKOHHOM OCHOBaHWHW. Hapylienuwe mnpaBui 3KCIUTyaTaluu
OBM, ux cucteMm u ceTeil iniaMu, OTBETCTBEHHBIMU 32 3Ty padoTy.

—  Kpumunanessii paxrop. [{enenanpasieHHoe BHENTHEE BO3ICHCTBHE HA
UHPOPMAILIMOHHBIE  pPeCcypchl W HH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIE
CPEICTBAa, CHUCTEMBl M CETH («aTakw», BTOPKEHUSA) C LENbI0 YHUYTOXKEHUS,
OIOKUpOBaHUS WJIM KONMUpOBaHUS WHPOpMaIMK, pa3paboTka W BHEIPCHHE
BPEJOHOCHBIX MPOrpaMM (BHUPYCOB, CHUMYJISITOPOB, «TPOSHCKHX» IpPOrpamw,
KJIABUATYPHBIX TEPEXBATUYUKOB U Jp.) BHEAPEHHE CIEIMAIBbHBIX TEXHUYECKUX
CPEIICTB JIJIsl HETJIACHOTO MOJIy4eHHS] HHGOPMALIHH.
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3.2. Yrpo3bl 6e301aCHOCTH HH(POPMALMHU U UX HCTOYHUKH

Nudopmarus, obpabateiBaemas B WTKC  Vupexnenus, gaer
MOTEHIIMAIbHYIO BO3MOXXHOCTb ISl IPOSBIICHUS yTPO3 0€30M1aCHOCTH, BHI3BAaHHBIX
JENUCTBUSMH, MPOIIECCAMU WM SIBJICHUSMHU, TPUBOJASIIMMUA K HAaHECEHUIO yiiepOa
VYupexnenus. [IpegycmatrpuBaercs Ba Tuma yrpo3 6€301MacHOCTH:

~  CBS3aHHBIE C yTeukol wuHPopMauuu (pasriailieHue, yTeuka,
HECaHKIIMOHUPOBAHHBIN JI0CTYI);

~  CBfI3aHHBIC C HECAHKIMOHUPOBAHHBIM BO3JCHCTBHEM Ha HMH(POPMAIHIO
U ee HOCUTENH (MCKaXeHHEe, YHUUTOKEHHE, KOMPOBaHue, OJIOKUPOBAaHUE, yTpaTa,
cOoli (yHKIIMOHUPOBAHUS HOCUTENST WHGPOPMAIHMK, COOM W OMMOKA TEXHHKH,
OIIMOKH TTOJTH30BATENICH, MPUPOIHEIC SIBJICHUS, IPYTHUE CIydaiHbIC BO3IACHCTBYS).

OCHOBHBIMU UCTOYHUKAMH YIpo3 0€30MacCHOCTH UH(OPMALIUH SIBISIOTCA:

- Cruxwnitapie: CTuxXuitHbIe OCACTBUS, KATaKIN3MBbI,

- TexHoreHHsie: aBapuu, COOM U OTKa3bl 000PYI0BaHUS (TEXHUYECKUX
CPE/CTB);

- OmmbKkM TOpPOEKTHPOBaHUS U  Pa3pabOTKM  KOMIOHEHTOB AC
(ammapaTHBIX CpENICTB, TEXHOJOTHH OOpadOTKM HH(OpMAIUU, MTPOrPAMMHOTO
obOecrieyeHus U T. 11.);

- AnTponorenssie: OmMOKH 3KCIUTyaTaluu;

- AHntponiorennsie: IIpenqHamepeHHble NEUCTBUS HApYLIUTEIEH U
3JI0YMBIILJICHHUKOB.

3.3. Kinaccndpukanus cnocodoB peajn3aluu yrpo3 uH(popMauuoHHOM
0e301acHOCTH

VYTrpo3sl HHPOPMAIMOHHOW 0€30MacHOCTH MO OTHOIICHHUIO K 3allUIIaeMbIM
00BEKTaM MOTYT OBITh pa3/iesICHbI Ha:

- YIPO3bl, CBI3aHHBIE C TPUMEHEHUEM TEXHUUECKUX CPEICTB;

~ yTpO3bl, CBSI3aHHBIE C UCIOJIB30BAaHUEM IPOTPAMMHOTO 00ECIICUEeHMS,;

~ yIrpo3bl, CBSI3aHHBIE C HAPYLWIEHUWEM TEXHOJOTHUYECKOro Ipolecca
oOMeHa JaHHBIMU,

- YTPO3bl, CBSI3aHHBIE C UCIIOJIB30BAHUEM CETEH NEpelayu JAHHbIX.

3.3.1. Ilytu peanu3anum HempeJIHAMEPEHHbIX CY0beKTHBHBIX
yrpo3 6e3onacHocTi uHGopMaunu

[Tonb3oBaTenyn, OnepaTopbl, CUCTEMHbIE aJAMUHUCTPATOPbHl U COTPYIHUKH,
oOcnyKuBaroniue  UHPOPMALMOHHBIE  CUCTEMbl  YUPEXKIEHUS,  SBISAIOTCS
BHYTPEHHUMHU  HWCTOYHUKAMHU  CIIyYaWHBIX  BO3JCHCTBUM, T.K.  HUMEIOT
HEIMOCPEJICTBEHHbI JIOCTYyNl K TMpoleccaMm o0paboTku HHOpMAMU U MOTYT
COBEpILIATh HEMpEeJIHAMEPEHHbIE OIIMOKA W HapylIeHUs ACHCTBYIOMIMX MpaBui,
MHCTPYKIUUU U POLIEAYD.

OCHOBHBIE TYyTH pealu3allid  HENpPEIHAMEPEHHBIX HCKYCCTBEHHBIX
(cyOBbeKTHBHBIX)  yrpo3  WHGOPMAIMOHHOW  0e30macHOCTH  (IecTBUS,
COBEPILIAEMBIE JIFOJAbMHM CIy4ailHO, MO HE3HAHWI, HEBHUMATEIbHOCTH WJIU
XaJIATHOCTH, U3 JTIOOOMBITCTBA, HO 0€3 371070 YMBICIIA) CIIEAYIOIHE:
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— JleficTBUSL COTPYIHHUKOB, MNPHUBOMSIIME K YaCTUYHOMY HJIM TMOJHOMY
OTKa3y CHUCTEMbl WM HapyHIEHUI0 pabOTOCIOCOOHOCTH —amNMapaTHbIX WM
MPOTrPAMMHBIX CPEJICTB: OTKJIIOUEHHIO 00OPY/IOBaHUS WM MU3MEHEHUIO PEKUMOB
paboThl YCTPOMCTB M MPOrpaMM; pa3pyUICHUI0O HHGPOPMAIMOHHBIX PECYpCOB
CUCTEMBbI (HEYMBIIUICHHAass TMopYya O0OOpYyIOBaHUsA, YyJaJleHUE, HCKaKCHHUE
nporpamMm Wi (aityioB ¢ BakHOW uWHGOpMAIMEH, B TOM YHUCJIE CHCTEMHBIX,
MOBPEXKICHUE KAHAJIOB CBS3W, HEYMBINIJICHHAS TTOpYa HOCUTENEeH nHpopmauu u
T.I1.)

— HecaHKUMOHUPOBAHHBIM  3alyCK  TEXHOJOTHYECKUX  IPOrpamm,
CIIOCOOHBIX TPU  HEKOMIIETEHTHOM  HCIIOJIb30BAaHUU  BBI3BIBATH  MOTEPIO
paboTOCIOCOOHOCTH  CUCTEMBI  (3aBUCAaHUS  WJIM  3AlUKIMBAHMS) WU
OCYIIECTBIISIONIMX HEOOpaTUMbIE M3MEHEHHUs B cucteme ((popMaTtupoBaHUE WITU
PECTPYKTYpHU3alMIO HocuTeNel nHhopMaIim, yaaJleHue JTaHHbIX U T.11.)

— HecaHKUMOHUPOBAHHOE BHEJPEHHWE M HCIIOJIb30BAaHUE HEYUYTECHHBIX
porpaMmM (UTPOBBIX, OOYYAIOIIUX, TEXHOJIOTHYECKUX U JAPYTUX, HE SBISIOUIAXCS
HEOOXOJIMMBIMM  JIJI1  BBIMOJHEHUS]  COTPYJHUKAMU  CBOMX  CIIYKEOHBIX
00sI3aHHOCTEW) C MOCIEAYIOIUM HEOOOCHOBAHHBIM PACXOJOBAHUEM PECYPCOB
(IpoLIeCCOPHOTO BPEMEHHU, OTIEPATUBHOMN MAMSITH, MAMSATA Ha BHEITHUX HOCUTEISX
1 T.II.)

— HenpennamepeHHOe 3apakeHUEe KOMIIBIOTEPA BUPYCAMU

— Pasrnamenue, nepenava wiM yrpata aTpuOyTOB pa3rpaHUUYEHUs TOCTYyMa
(maponeit, xmoued mmdpoBanus unu DIl waeHTUPUKALMOHHBIX KapTOUEK,
MPOITYCKOB U T.I1.)

— WrHopupoBaHue OpraHu3allMOHHBIX OTrPaHUYECHUH (YCTaHOBJICHHBIX
npaBui) Mpu paboTe B CUCTEME

— HekomneTeHTHOE HCIOJIb30BAHWE, HACTPOMKA WJIM HEMNPaBOMEpPHOE
OTKJIFOYEHHE CPEJICTB 3aIUTHI MIEPCOHATIOM TMOApa3aesieHus 6€30MacHOCTH

— BBOJ 0MO0YHBIX JaHHBIX

3.3.2. Ilyru peaju3aunuu NnpeIHAMEPEHHBIX CYObEKTHBHBIX YIpo3
0e3onmacHocTH HHGpopManuu

OcCHOBHBIE BO3MOXHBIE€ MYTH YMBIIUIEHHON J€30praHu3aiui padoThl,
BbIBOZIa MH(OPMAIIMOHHBIX CHUCTEM YUpPEXKICHHUSI W3 CTPOs, MPOHUKHOBEHHS B
CUCTEMY MU HECAHKIIMOHHPOBAHHOTO JocTyna K HH(pOpMaluu (C KOPHICTHBIMU
HEeJSIMM, TIO0 TPUHYKIEHUIO, W3 IKEJIaHWS OTOMCTHTh M T.I.) MOTYT OBITh
CIIEAYIOLIUMU:

— @usnueckoe pa3pylIeHUE WIM BBIBOJ W3 CTPOsS BCEX WM OTAEIIBHBIX
HamOoJiee BaXKHBIX KOMIIOHEHTOB aBTOMATHU3MPOBAHHOM CHUCTEMbl (YCTPOWCTB,
HOCUTEJIEH BAXKHOW CHUCTEMHON WH(OpMaIMM, JIUIl U3 YHUCiIa MEpCoHalla U T.IL.),
OTKJIFOUEHUE WIIM BBIBOJ U3 CTPOS MOJACUCTEM obOecriedeHusl (PyHKIUOHUPOBAHMS
BBIUHCIIUTENBHBIX CUCTEM (JIEKTPONUTAHUS, JINHUN CBSA3H U T.I1.)

— XwulieHue HocuTened uHpopManuu (pacnevyaTok, MArHUTHBIX JIMCKOB,
JIEHT, MHUKpPOCXEM NaMsATH, 3alOMHHAIOIIMX YCTpOoWcTB W wenbix I[IOBM),
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XUIICHUE MPOM3BOACTBEHHBIX OTXOJOB (pacrnedarok, 3aluceld, CHUCAHHBIX
HOocHuTeNeld nHpopMaIuu U T.11.)

— HecankunonupoBaHHOE€ KONMUPOBaHUE HOCUTENEeH MHGOPMAIIMK, YTCHUE
OCTaTOYHOU MHGOPMAILIMH U3 ONIEPATUBHON MaMSITH U C BHEIIHUX 3aIIOMUHAIONIUX
YCTPOMCTB.

— MHcnonp3oBaHue 4yxux MmpaB mo jgocryny kK pecypcam AC nyrem
HE3aKOHHOI'O IOJy4eHHUE NapoJIed U JPYTUX PEKBU3UTOB Pa3TPaHUUYCHHUS TOCTyNa
(areHTYpHBIM ITyTEM, HCIOJB3YS XaJaTHOCTh MOJB30BaTeNeH, myTeM Mmoadopa,
yTEM UMHUTAIMU UHTEepdeiica CHCTEMBbI TPOrPAMMHBIMU 3aKJIaKaMH U T.1.).

— HecankunonnpoBanHoe — ucnonb3oBanue  APM  moisb3oBarenen,
UMEIOIINX YHUKAJIbHbIE (PU3NYECKHE XapaKTEPUCTUKH, TaKhe Kak UMs paboueit
CTaHILIUU B CETH, PU3NUECKUI aJpec, aipec B CUCTEME CBA3HU U JPYTHE.

— HecankunonupoBanHasi MoAuUKAIMS MPOTPAMMHOTO OOECTeUeHUs] —
BHEJpPEHHE TMporpamMmHbIX '"3aknagaok" u "BupycoB" ("TposiHCKuX KoHeH" u
"Jy4KkoB"), TO €CTh TAaKMX YYaCTKOB IIpOrpamM, KOTOpPbI€ HE HYXKHBI IS
OCYUIECTBJICHUS 3asBJIECHHBIX (YHKLIUNA, HO MO3BOJISIIOLIUX MTPEOI0JIEBATh CUCTEMY
3aIIMTBI, CKPBITHO M HE3aKOHHO OCYIIECTBIIATH JOCTYII K CUCTEMHBIM pecypcaM ¢
1EJIbI0 PETUCTPAIIMU U TIEpEeIauu 3aluiaeMoil HGOPMAIMK WIH JIe30PTaHU3aIuU
dbynkuuonuposanusi AC

— IlepexBar maHHBIX, MEPENABAEMBIX [0 KaHajlaM CBA3U, U UX aHAIU3 C
LEJIBIO TIOJIyYEHUs CBEICHUN, B TOM YHCJIE OIPAHMYEHHOIO PACIPOCTPAHEHUA U
BBISICHEHUS MPOTOKOJIOB OOMEHa, MpaBWJ BXOXKJEHHS B CBSI3b M aBTOPU3ALUU
MTOJIB30BATENEN U MOCIEAYIOIUX MONBITOK UX MMHUTALWU ISl TPOHUKHOBEHUS B
CUCTEMY

— BwmemarensctBo B mpouecc ¢yHkuuoHupoBanusi AC ceteil o01iero
MOJIb30BAHUS C 1IE€TTbI0 HECAHKITMOHUPOBAHHON MOIU(MUKAIIMU TaHHBIX, JOCTyINa K
CBEJCHUSM  OTPAaHUMYEHHOTO  paCHpOCTPAaHEHUs, JI€30praHu3aluu  paboThI
noacucrtem AC u T.1n.

3.3.3. Ilyru peaju3auuy HenpeIHAMEPEHHbIX TEXHOIC€HHBIX YIPO3
0e3omacHocTH UHpopMaIMHU

— 3aKYIKM HECOBEPILEHHBIX, YCTAPEBIINX WM HEMEPCHEKTUBHBIX CPEICTB
nH(popMaTH3alUU U UHOOPMAIMOHHBIX TEXHOJIOTHUH;

— aBapuM B CUCTEMax AJIEKTPONUTAHMUS;

— aBapuu B CHUCTEMax OTOIUICHHS U BOJOCHAOKEHHUS B HEMOCPEACTBEHHOM
OJIM30CTH K TEXHUYECKUM CpeACcTBaM 00paboTKu HHGOpMAIIHH;

— HapylIICHHE TEeMIIEPAaTypHOTO PEXHMa B MOMEIICHUSX C KPUTUYECKUM
o0opyioBaHuEM (CEpPBEPHI, Y3JIbI CBI3H);

— HEYMBIIUIEHHOE MOBPEXKICHUE BHEUIHUX KaOEIbHBIX CHUCTEM CBS3U
CTPOUTEIBHBIMA OpTaHU3AIUSAMU, (PU3MUYECKUMHU JIMIIAMH W T.I. B pE3yibTaTe
IPOBEJCHHS HECOTJIACOBAHHBIX PabOT B MECTax MPOKIAIKH Kabenel CBs3u;

— BO3HHMKHOBEHHME TIO)AapoOB B  HEMOCPEACTBEHHOM  OJM30CTH K
TEXHUYECKUM CpeACTBaM 00pabOTKM HMH(OpMalUd B pe3yJibTaTe HEUCHPaBHOU
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ANEKTPONPOBOJIKK,  HEUCHPABHBIX  TEXHUYECKUX  CPEACTB,  HApYIICHUs
COTPYIHHUKAMU TTPaBUJI MPOTUBOMOKAPHOM 0€30MaCHOCTH.

3.3.4. Ilyru peanu3anuy HenpeJIHAMEPEHHbIX CTUXUIHBIX YIPO3
0e3omacHoCcTH MH(pOPMAH

— Pa3pyienne 3qaHuid, OTAEIBHBIX TOMEIIEHUN, B KOTOPBIX YCTaHOBIICHBI
TEXHUYECKHUE cpelacTtBa o0paboTku uHGOpMalMK, XpaHWIWIIA JaHHBIX B
pe3ynbTaTe CTUXUUHBIX O€NCTBHI (HABOAHCHWH, 3€MIICTPSCEHUN, YparaHoB) B
paiioHe pa3MelleHHs 00beKTa HH(OpPMATU3aAUUN Y UPEKICHUS

— BO3JCHCTBUE aTMOC(EPHOIO 3JIEKTPUUYECTBA HA TEXHUYECKHE CPENCTBA
00paboTku uHGOPMAIUU U CUCTEMBI oOecredeHus (JIEKTPONUTAHHUEe, OXpaHHas,
HoKapHasi CHTHaJIM3alUsI U T.11.)

— BO3HMKHOBEHHME CTHXUHHBIX OYaroB IOKapoB (JIECHbIE NOXKapbl) B
HEIMOCPEICTBEHHON OJIN30CTH OT 00BEKTa MH(DOPMATU3ALUU Y UPEKICHUS

3.4. Knaccudpukauus Hapymuresaedn HHGOPMaLMOHHOMK 0€30IIACHOCTH
Yupexnenust

[Ipu anamuze yrpo3 UHPOPMAIMOHHON OE30MACHOCTH  MCHOJIB3YETCS
MOJEIb HApyLIUTENs N0 TMPU3HAKY NPUHAIICKHOCTH K YupexaeHud. B
COOTBETCTBHM C 3TOM MOJENBIO BCE HAPYUIUTEIW MOENSATCA HA JBE OCHOBHBIE
IPYIIIbl: BHYyTPEHHUE U BHEILIHUE.

[Ton BHYTpEHHMMM HApYUWIUTEISMH TOJIPa3yMEBAIOTCSI BCE COTPYIHHKHU
VYupexaeHus, UMEIONIME CAHKIHMOHUPOBAHHBIM JIOCTYl Ha TEPPUTOPUIO
VYupexaenus wm Kk pecypcam AC. Ilog BHEMIHUMU HapyUIUTEISMHU
MO/IPa3yMEBAIOTCS BCE OCTaIbHBIC JIUIIA.

BHyTpeHHUM HapyluTesneM MOXET ObITh JUI0 U3 CICAYIOIIMX KaTeropui
COTPYIHUKOB:

— TI0JI30BATENIM MH(POPMAITUOHHBIX PECYPCOB;

— o0cyXuBaroun TepCcoHal (cucteMHbIe aIMUAHUCTPATOPHI,
anMuHUCTpaTopbl AC, aIMUHUCTPATOPHI 023 TaHHBIX, HHKEHEPHI);

— COTPYIHUKHU-TIPOTPAMMHUCTHI, COMPOBOXKIAIONINE CUCTEMHOE, oOIee u
MPUKJIAJHOE TPOTPAMMHOE 00ECTICUEHHE;

— JIpyrde  COTPYAHUKHA  TOAPA3ACICHUM  YUPEKICHUS, UMEIOIIUE
CaAHKI[TMOHUPOBAHHBIA JOCTYNl B 3JaHUs, TJ€ PaCHOJOKEHO OO0OpYyI0BaHUE
nepenaun u o0padbotku nHpopmammu AC YdapexacHus.

[Ipeamnonaraercsi, YTO HECAHKIIMOHUPOBAHHBIA JOCTYI HAa OOBEKTHI
VYupexaeHuss NOCTOPOHHUX JIMI HUCKIIOYAETCSd OPraHU3alMOHHBIMUA MepaMu
(0xpaHa TeppUTOPUU, OPTAHUIALIMS TPOIMYCKHOTO PEXKUMA).

Bremnue Hapymtenu nHGOPMAIMOHHON 0€30MaCHOCTH

— JIALA, CAMOCTOSTENIBHO OCYLIECTBIISIOIINE CO3JaHUE METOJIOB U CPEJICTB
peanu3aluy aTak, a TaKkKe CaMOCTOSATEIbHO Pealu3yIolue aTaku, COBEPIIAIOIINE
CBOM JCHCTBUS C LI€NIbI0 HaHeceHus yuiepba YupexaeHus (cbem uHboOpmauw,
UCKaKEeHHE HH(pOopMalU, pa3pylIeHue CUCTEMHOTO WK npukiaanoro [10);
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[ToTeHumanbHbIe HAPYIIUTEIH AEIATCS Ha TPU TPYIIIIbL:
| rpynmna - cyObeKThbl, HE UMEIOUIUE JIOCTYIl B MpPeAesibl KOHTPOJIUPYEeMOn
30HBI YUpPEKICHHUS.

2 rpynna - CyOBEKTbl, HE MMEIOUIME JOCTYIl K paboTe cO IITaTHBIMU
cpenctBamu AC VYupexaeHusi, HO MMEIOIIUE JOCTYN B TMOMEILIECHUS, TJ€ OHU
pa3MelarTcs.

3 rpymnma — CyObeKThl, HMMEIIIME JOCTyll K paboTe cO IITaTHBIMU

cpenctBamu AC YupexxaeHusl.

KBanuukanus moTeHIMATFHOTO HAPYIITUTEIIS.

A — He ABISETCS CNEUUATUCTOM B 00JIACTH BBIYUCIUTEIbHON TEXHUKU.

B — camblii HU3KU YpOBEHb BO3MOXKHOCTEN — 3allyCK 3aj/1a4 (Iporpamm) u3
(buUKCHpPOBAaHHOTO HabOpa, pealu3yIoNIUX 3apaHee MPEeAyCMOTPEHHbIC (YHKIIMU
npu 00padoTke nHpopmanuu.

C — BO3MOXHOCTH CO3JIaHUS U 3aIlyCKa COOCTBEHHBIX IPOrpaMM C HOBBIMU
byHKUIMUSIME 110 00paboTKe MHGOPMALIHH.

J1 — BO3MOKHOCTb yNpaBjieHHs (yHKIMOHUPOBAHHUEM aBTOMATU3MPOBAHHOU
CUCTEMBI, T.€. BO3JIeHCTBUEM Ha 0a30BOE MPOrpaMMHOE OOECIIEUEHUE CUCTEMBI, Ha
KOH(Urypaiuo ee 000pya0BaHHUs.

E — Bximouaer Bech 00BEM BO3MOXKHOCTEH JIMI, OCYIIECTBISIOLINX
IIPOEKTUPOBAHHUE, peanu3aldi0 M PEMOHT  TEXHUYECKUMX  CpPEICTB
aBTOMATHU3UPOBAHHOM CHUCTEMBI, BIUIOTH JIO0 BKJIOUeHUsT B coctaB AC
COOCTBEHHBIX TEXHUYECKHUX CPEACTB C HOBBIMM (PYHKIMSMU 1O 0OpaboTKe
uH(popManuu.

Hapsny ¢  knaccudukanueil, NOpHUBEACHHOW  BbIIE, HapyLIUTENeH
nH(pOpMaIIMOHHOW 0€30MacHOCTH MOXKHO pa3leiuTh Ha CICAYIOIIUE BUIBI -
HEOCTOPOKHbIE (XaJaTHbIE), MAHUITYJIHPYEMbI€, CA0OTAKHUKH, HEJNOSAJIbHBIE W
MOTHUBUPYEMBIE U3BHE.

3.5. O06o0meHHas MOAeIb YIPo3 0e30nacHOCTH HHPOpMALIUHA
Yupexaenust

Yrpo3sa HUcTounuk Cnoco0bl peajim3anum yrpos
HH(OpMALMOHHOM yrpos
0e30macHOCTH
|. ITonyuenue 1. a) Pasrmamenue, mepegayda uiam yrparta
uH(popMaIuu AHTPOIIOTeHHBIH aTpuOyTOB pa3rpaHUYEHUs JOCTYIa

6) BHC,I[pCHI/IC ar¢HTOB B YHCJIO IIEpCOHAJIa
CHUCTCMBI

B) XuIeHue HocuTenei nadopmanuu

PCKBU3ZHUTOB PA3TrpaHUYCHUA NOCTYIIA

r) HezakoHHOe nonydyeHue naposiei u Apyrux

1) HecankumonupoBanHast MOAU(UKAIUS
MPOrPaMMHOTO O0ECTICUeHUsI

e) [lepexBar naHHbBIX, IepeIaBaEMBbIX 1O
KaHaJlaM CBSI3U
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Yrpo3za
HHGpOpPMaLHOHHOM
0e30macHOCTH

HcTounuk
yrpos

Cnoco0bl peanu3anum yrpos

) HecaHKIMOHMPOBaHHOE KOIIMPOBAHUE
HocuTesel nudopmanny, YTeHue 0OCTaTOYHOM
nH(pOpMAIMY U3 ONIEPATUBHON MaMATH U C BHEITHUX
3allOMMHAKONIUX YCTPOKCTB

Il. Ananus
XapaKTepUCTHK
uHpopManun

1.
AHTpPONOTeHHBIN

a) XuieHne Hocutenei nHpopmauu
XHIIEHNE TPOU3BOICTBEHHBIX OTXOI0B

0) uTeHre 0cTaTOYHON MH(OPMAIIH U3
OIIEPAaTHBHOW MaMATH U C BHEITHUX 3aITOMUHAIOLINX
YCTPOMCTB

B) HecankimonupoBanHas MoauQukanus
IPOrpaMMHOTO 00€CTIeUeHUS

r) [lepexBar gaHHBIX, IEpeaBAEMBIX IO
KaHaJlaM CBSI3U, U UX aHAJIU3

1.
N3menenue
(uckaxeHue,
MI0JIMEHA)
uHpopmanuu

1.

AHTpONIOT€HHBIN

a) HecaHKIMOHMPOBaHHBIN 3aIyCK
TEXHOJOTMYECKUX MPOrpamm, CIIOCOOHBIX MpU
HEKOMITETEHTHOM HCIOJIb30BAHUH BBI3bIBATH OTEPIO
paboTOCIIOCOOHOCTH CUCTEMBI (3aBUCAHUS WIIN
3aLUKIMBaHUA) UM OCYIIECTBIISIOIIUX
HeoOpaTUMbIe U3MEHEHMSI B CUCTEME
(popmarupoBaHue WK PECTPYKTYPHU3ALIHIO
HOcHTeNeH HHpOpMaliY, yIaleHne JaHHbIX U T.11.)

0) HenpennamepeHnHoe 3apaxeHue
KOMIIbIOTEpa BUPYCaMHU

B) BBOJT O1IMOOYHBIX JaHHBIX

r) BmemarenscTBO B mporiecc
¢ynkunonuposanust AC cereil 0011ero Moab30BaHUs
C LIeJIbI0 HECAaHKLIMOHUPOBAHHON Mo (UKaIUU
JAHHBIX

2.
TexHoreHHBIN

a) aBapuH B CHCTEMax dJICKTPOTUTAHUS

0) HapylIeHUEe TEMIIEPAaTypHOTO PEXKUMa B
MOMEIIEHUSAX ¢ KPUTHYECKUM 000pYyA0BaHUEM
(cepBepsl, y3IIbI CBSI3H) B pe3yJIbTaTe HEMCIIPABHOCTH
CHCTEM KOHJIUIIMOHUPOBAHUS

V.
Hapymenune
uH(popMalun

1.
AHTpPOIIOT€HHBIN

a) JleficTBUS COTPYAHUKOB, IPUBOJASIIUE K
YaCTUYHOMY WJIM IIOJIHOMY OTKa3y CUCTEMBI WIIH
HapyIIEHUIO pab0TOCTIOCOOHOCTH armapaTHBIX UITH
IIPOrPaMMHBIX CPEJICTB

0) HecankimonnpoBaHHOE BHEAPEHUE U
UCIOJIb30BAHNE HEYUTEHHBIX IPOTpaMM (UTPOBBIX,
00yJaroImunX, TEXHOJIOTHYECKUX U IPYTUX, HE
SIBIISFOIIMXCS] HEOOXOMMBIMH JIJIs1 BBIITOJTHEHHS
COTPYJIHUKAMHU CBOMX CITy>KEOHBIX 00s3aHHOCTEH) €
MOCTIeTyIOIUM HEOOOCHOBAaHHBIM PacX0/I0BaHUEM
pecypcoB (IIPOIECCOPHOTO BPEMEHH, OIIEPaTUBHON
NaMSTH, TaMATH Ha BHEIIHUX HOCUTEJISAX U T.II.)

B) HenmpennamepeHnHoe 3apakeHue
KOMITBIOTEpA BUPYCAMHU
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Yrpo3za
HHGpOpPMaLHOHHOM
0e30macHOCTH

HcTounuk
yrpos

Cnoco0bl peanu3anum yrpos

r) UrHOpUpOBaHUe OpraHn3alMOHHBIX
orpaHuyeHul (YCTaHOBJICHHBIX ITPaBUI) MpU padboTe
B CHCTEME

1) BBo OIIMOOYHBIX TaHHBIX

2.
TexHOreHHbIN

a) aBapuM B CHCTEMax dJICKTPONUTAHUS

0) HapyllIeHHEe TEMIIEPaTypHOTO PEKUMa B
MOMEIIEHUSAX C KPUTHIECCKIM 000PYJOBaHHEM
(cepBepbl, y3IIbI CBSI31) B pe3y/IbTaTe HEUCIIPABHOCTH
CHUCTEM KOHJUIIMOHUPOBAHUS

V.
Hapymenne
paboTOCIIOCOOHOCTH
CHCTEM

1.

AHTpOIIOT€HHBIN

a) JleficTBUs COTPYAHUKOB, IPUBOASIIUE K
YaCTUYHOMY WJIHM MIOJTHOMY OTKa3y CHCTEMBbI WM
HapYIICHUIO pabOTOCIIOCOOHOCTH aNMapaTHBIX WU
IPOTrPaMMHBIX CPEJCTB

0) @u3nyeckoe pa3pylIeHUEe WIH BBIBOJ U3
CTPOSL BCEX WJIU OTNIETBHBIX Hau00JIee BAKHBIX
KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHON CHCTEMBbI

2.
TexHOreHHbIN

a) 3aKyTKH HECOBEPILIEHHBIX, YCTAPEBIIUX
WIN HETIEPCIIEKTUBHBIX CPEeICTB MH(POpPMATH3ALMU U
MH(POPMALIMOHHBIX TEXHOJIOTHH;

0) aBapuu B CUCTEMAaX AJICKTPOIUTAHMS;

B) aBapHH B CUCTEMaX OTOIUICHUS U
BOJIOCHA0KEHUSI B HETIOCPEICTBEHHOI OJIM30CTH K
TEXHUYECKHUM CpeicTBaM 00pabOoTKu MH(OpMaIui;

I') HapyIIeHHE TEMIIEPATYPHOTO pexnma B
MOMEIIEHUAX ¢ KPUTHYECKUM 000pYyA0BaHUEM
(cepBepbl, y3JIbl CBSI3U) B pe3y/bTaTe€ HEUCIIPABHOCTH
CUCTEM KOHJIUIIMOHUPOBAHUSI,

1) HEYMBIITUICHHOE TTOBPEXKICHHS BHEITHUX
KaOEJIbHBIX CUCTEM CBSI3U CTPOUTEIbHBIMU
opraHu3anusaIMu, GU3NIECKUMU JTUIAMU U T.I1. B
pe3ynbTaTe MPOBEICHUS HECOTIACOBAaHHBIX PadoT B
MecTax MPOKJIAJIKU Kabenen CBA3H;

€) BO3HUKHOBEHHE M10XKapOB B
HETIOCPEICTBEHHOM OJIM30CTH K TEXHUUECKUM
cpeacTBaM 00pabOTKU MHPOPMALIMU B pe3yIbTaTe
HEHUCTIPaBHOH JIEKTPOIPOBOIKH, HEUCTIPABHBIX
TEXHUYECKUX CPEJICTB, HAPYILIEHUS COTPYTHUKAMHU
MIpaBWJI MPOTUBOMNOXKAPHOI 0€30MaCHOCTH.

3.

CTUXUUHBII

a) Paspymienue 3manmii, OTIeIbHBIX
MOMEIIEHNH

0) Bo3zeicTBHE aTMOC(EPHOTO
JIIEKTPUIECTBA

B) BO3HUKHOBEHHE CTHXUIHBIX 0UaroB
MIOYKapoB

Hanoxenue yrpo3

oeszonmacHoctu  uHopManuu Ha wmoxaenb UWTKC

VYupexknenus (Puc.1) no3Bosisier B mepBoM NpUOTMKEHUN OLIEHUTh WX OMACHOCTh
U METOJIOM HCKJIIOYEHHUSl ONpEeNeInTh HaubOosee aKTyalbHbIE NJii KOHKPETHOTO
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o0bekTa 3amuThl. Kpome TOro, MO>KHO OIIEHUTH 00bEMBI HEOOXOIUMBIX paboOT U
BBIOpaTh MarucTpajbHOE HalpaBlieHHEe M0 obecredeHuro 0e30MacHOCTH
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4. OPTAHM3ALINS CUCTEMbI OBECHHIEYEHUWSI
NHPOPMAIIMOHHOU BE30OITACHOCTHU YYPEXIEHUA

4.1. OpraHu3aldoOHHO-IITATHAS CTPYKTYpa Moapa3aeeHui
OTBeYAKIIMX 32 o0ecneyeHue MHPOPMAIUOHHO 0€30MACHOCTH YUpeKaeHus

OOmiee pyKOBOACTBO CHUCTEMOW WH(MOPMAIMOHHOW O€30MacCHOCTH U
NPUHATHE BCEX PEUICHWHA IO BOMpocaM €€ (PyHKIIMOHUPOBAHUS OCYIICCTBISCT
PykoBoautens YupexaeHus.

PykoBOICTBO M KOHTpOJIb 3a BBINOJIHEHHEM MEPONPHUATUN 10 3alluTe
UHGOPMAITUHU B TIOJPA3ACTCHUSIX Y UPEKACHUS OCYIICCTBISIOT UX PYKOBOIUTEIH.

4.2. llopsaaok pa3padoTKH M IKCILUIyaTAUM CHUCTeMbl O0ecleYeHust
HHG(pOPMALMOHHOI 0€30IIACHOCTH YYpeKIeHUS

’Ku3HeHHBIN UK CUCTEMBI oOecrieueHus] UHPOPMAIMOHHON 0€301acHOCTH
VYupexaeHuss BKIIOYAET ATall  pa3BEepPThIBAHMS U JTallbl  MOCTOSHHOTO
(YHKIITMOHUPOBAHUS U COBEPILICHCTBOBAHUS.

K MomeHTy Havasia pa3BepThIBaHMUS CHUCTEMbl HH(DOPMAIIMOHHOU
0€30MacHOCTU JIOJKHBI OBITh YTOUHEHBI U YTBEPXKIAEHBI PyKOBOJCTBOM IpaBa U
00S3aHHOCTH YYAaCTHHKOB pPa0OT MO 3amure WH(POpMAIUU B COOTBETCTBUHU C
nanHoit Konnenmueit. JlomkeH ObITh pa3paboTaH M YTBEPKACH IUIaH-TpapuK
pa3BepTHIBAHUS CUCTEMbI HH(DOPMAITMOHHON O€30MaCHOCTH Y UpEKICHUS.

OcHOBHBIE JTanbl Pa3BEPTHIBAHUS CHUCTEMbI JOJKHBI BKJIIOYaTh B ceOs
MOCJIEA0BATEIBLHOE TPOBEACHUE CAEAYIOUIUX MEPOTPHUSITUI:

- MWznanme Ilpukaza mno VYupexaeHuiro 00 oOpraHu3aldd CHCTEMBI
nH(OPMAITMOHHON O€30MTaCHOCTH.

- Pazpabotka u yTOyHEeHHME (QYHKIMN pa3IMYHBIX MOApPA3ACICHUN U
CTPYKTYp, pacupeieiiecHue MpaB U OOS3aHHOCTEH MOJpa3/eieHHii B CHUCTEME
MH(OPMAIIMOHHOW 0€30MaCHOCTH Y UpEeXKICHHUS.

- Hasznauenue anMuHUCTpaTOpa 0€30MaCHOCTH.

- YTO4YHEHHE COCTaBa a[IMUHUCTPATOPOB ceTeit, b/[ u cucrem.

- TloaroroBka k nHGOPMAITMOHHOMY 00CIICIOBAHUIO B MOIPa3ICICHUSIX.

-  Undopmarnmonnoe odcneoBaHNE TOIPA3ACICHUN Y UpeKICHHUS.

- Omnpenenenue mepeyHs yrpo3, MOJEIH HAPYIIUTENs, TpeOOBaHUU K
cucreMme HHGOPMAIMOHHON OS30ITaCHOCTH;

- Paspabotka (mopaboTka) HOPMATHBHO-METOIUYECKON O0a3bl CHCTEMBI
obecrieueHUsT MHPOPMAITMOHHON 0€30ITaCHOCTH;

- BBoa cucrembl obecnieueHus HMHPOPMAIMOHHON OCE30IMACHOCTH B
JICUCTBUE;

- KareropupoBanue nuH(GpOpMaIMOHHBIX PECYPCOB Y UPEIKICHMUS;

- Attectanusi 00bEeKTOB MHPOpPMATU3AMK YUPEKACHHUS IO TPEOOBAHUIM
0e30macHOCTH UH(pOPMAITUH.

- Topnepxka cucteMbl obecnieueHus: HHPOPMAIIMOHHON O€30MacHOCTU B
paboTOCIIOCOOHOM M AKTYaJIbHOM COCTOSIHUH.
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4.3. Opranm3anusi CHCTeMbl KOMILJIEKCHOT0 MOHHMTOPHHIa W
KOHTPOJISI COCTOSIHUA HH(POPMALMOHHOI 0€30IIaCHOCTH Y4Ype:KIeHUs

KoHTposlb ¥ KOMIUJIEKCHBIH ~ MOHUTOPUHT  COCTOSIHUSI ~ CHUCTEMBI
uHQOpPMAIMOHHONW  0€30MaCHOCTH  YUPEKIEHUS  BBIMOJHSAETCS C  IEJbIO
oOecrieueHusT HAJACKHOCTH M YCTOWYUBOCTH CHUCTEMbl HHGPOPMAIIMOHHON
Oe3omacHocTH, oOOecrnedyeHusl JOBepUss K HE MW TapaHTUH BBINIOJHEHUS
TpeboBanuii mo Ub.

3amau  KOHTPOJAS M KOMIUIGKCHOTO  MOHHTOPHHTA  COCTOSIHHS
uH(GOPMAIIMOHHOHN 0€30MaCHOCTH:

— OmpeeNeHne KPUTepUeB AJis OLICHKH 0€30MacHOCTH CYIIECTBYIOUIUX U
CO3/1aBa€MbIX CHCTEM B paMKaXx HH()pOPMAIMOHHO-TEIEKOMMYHUKAIMOHHON
CUCTEMBI YUpEXKICHHUS,

— ONpEIEICHUE COOTBETCTBUS WM HECOOTBETCTBHE CO3JaBAEMBIX U
CYIIIECTBYIOIIUX CUCTEM ITUM KPUTEPUSIM;

— (opmynupoBka 000CHOBAaHHBIX MPEJIOKEHUN 1O COBEPIICHCTBOBAHUIO
CYIIECTBYIOIIUX METOJOB M CHCTEM OOECIICUeHUs 3alUIICHHOCTH, 0€30MacHOCTH
U JIOCTOBEPHOCTH WMH(OpPMAIMK B TEX CIy4asiX, KOTJIa OHU HE YJOBJIECTBOPSIOT
UMEIOIIAMCSI KPUTEPHSIM.

st ocyliecTBIE€HUS KOHTPOJISI BHITIOJIHEHUS TPeOOBAHUM JOJKHA OBIThH
OpraHM30BaHa CUCTEMAa OTYETHOCTU O BHITIOJIHEHUU TPEOOBaHMM MO 0€30MaCHOCTH.
OT4eTHOCTh JIOJDKHA BECTHUCHh OTBETCTBEHHBIM 3a Wb cooTBeTcTBYyMOIIETO
pabouero Mecra, Mpolecca, CUCTEMbl WU OPraHU3alUOHHON CTPYKTypbl. C
3aJIaHHON TIEPUOJUYHOCTHIO OTYETHOCTH JIOJDKHA OTIPABIIATHCS PYKOBOJCTBY. Ha
OCHOBAaHHMH ITHX JIAHHBIX PYKOBOJICTBO CMOXXET PEaibHO OIICHUBATH CUTYAI[HIO C
COCTOSIHMEM 0€30IaCHOCTHU BO BCEX MOJPA3ACICHUSIX Y UpexkICHNUS.

OcHOBHBIE OIEpanuyu MO YYeTy W KOHTPOJIO BBHIMOJTHEHHUS TpeOOBaHUIA
JOJDKHBI OBITH aBTOMaTU3UPOBAHBI.

OOs13aHHOCTH MO KOHTPOJIO PACHPECSISIFOTCS MEXAY HCIIOJHUTETHHBIMU
opraHamMu CUCTEMbI HHPOPMALMOHHOUN 0€30MACHOCTHU CIIEAYIOIIUM 00pa3oM:

— aamuHucTpartopel cucteM, CVYDBJl, ceTell KOHTPOIMPYIOT TEKyIIEee
cocTostHue nHpopManmorHou 6e3onacHocTy B cuctemax, CYB/I, cersx;

— COTPYIHUKH TIOAPA3NICTICHUS KOHTPOJUPYIOT TEKYIIEe COCTOSIHHE
nH(pOpMaIMOHHOM 0€30IaCHOCTH Ha CBOMX Pa0OYMX MECTax.

MeponpusiTusi 151 OPraHU3aUMU CUCTEMbI KOMILJIEKCHOTO
MOHHMTOPHHIA U KOHTPOJISI COCTOSTHUS UHGOPMALMOHHON 0€3011aCHOCTH

JomxHa OBITh OpraHrM3OBaHa CHUCTEMa HENPEPHIBHOTO KOHTPOJIA 32
COCTOSIHUEM CHCTEMbI HH(OPMAIIMOHHON 0€30IaCHOCTH CIEAYIOIIHNM 00pa3oMm:

— ONpEeleNeHHE NepeyHs MOoApa3ieieHUi, padounx MeCT, CHCTEM,
IPOLIECCOB, MO KOTOPBIM JOJDKEH MPOBOAUTHCA  KOHTPOJb  BBIIOJTHEHUS
TpeOOBaHMIA.

— OmpeereHne CIucKa TpeOOBaHMMA, A KaXKIAOW CTPYKTYPHOM €TUHUIIBL.

— opraHuzauus cOopa 0TYETHOCTHU O BBINIOJHEHUH TpeboBaHuii o Ub.
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— 00paboTka W aHanmu3 COOpaHHBIX (OPM OTUETHOCTH BBHIBOJAMHU O
BBITIOJIHEHUU TPEOOBAHMIA;

— MEepUOANYECKUHN IEPECMOTP CUCTEMBI TPEOOBAHMIA

— KOHTPOJIb MOJHOTHI U HENPOTUBOPEUUBOCTH CUCTEMBI TPEOOBAHU.

Pemenne Bcex MNEpEeYMCIEHHBIX 3a4ad JIOJDKHO OBITh aBTOMAaTHU3UPOBAHO
OyTeM UCIHOJb30BaHUS HEOOXOAMMBIX MPOrPAMMHBIX CPEICTB  KOHTPOJIA
BBITIOJIHEHUSI TPEOOBaHUI.

[ToMHMO €XETHEBHOTO KOHTPOJIA JOJKHBI BBIMOIHATHCS NEPUOIUYECKHE
MPOBEPKH OpraHU3allud U COCTOSTHUS MH(OPMAIMOHHOW OE€30MacCHOCTH, B TOM
quCJe:

[IpoBepku oOpraHuzanuu M COCTOSHHS HH(POPMAIMOHHOM OE€30MacHOCTH
npoBoasTcs B noapazaenenuax U B UTKC Yupexaenus u MOryT ObITh:

- IJIJAHOBBIMY;

- BHE3aITHbIMU;

- 10 (haKTaMm HapylIeHHs] THPOPMALIMOHHON 0€30MacHOCTH.

[InaHOBBIE MPOBEPKM NPOBOASATCA B COOTBETCTBUMM C TroaoBbIM I[lnanom
IIPOBEPOK, YTBEPHKAAECTCS PYKOBOAMUTENIEM YUPEXKICHHUS U PacChUIaeTCsl BO BCE
nojapaszeneHus. B Xoie miaHOBBIX MPOBEPOK JOJKHA MOITHOCTBIO MPOBEPSITHCS
BCS OpraHU3alUsl CUCTEMbI HH(POPMALIMOHHON 0€30MacHOCTH MOAPA3IEICHUS.

[IpoBepku mno Qaktam HapymeHuss WHGOPMALMOHHON 0e301acHOCTH
IIPOBOJATCSA IOCJIE TOrO, KaK HapylleHue ycTpaHeHo. IIpoBepka mpoBoauTcs c
LENbIO BBISBJICHUE MPUYMH M MPEANOCHUIOK HapyLIEHUs U BbIpadOTKa Mep IO
MPEeAyNPEXICHUIO MOJOOHBIX HApYIIIEHWH B AanbHeumeM. [IpoBepka mpoBoauTcs
B 0053aTEJIbHOM MOPSAKE MO KAKIOMY (PaKTy HapylIeHUs HE3aBUCHUMO OT €ro
IIOCJICACTBUM.

Pe3ynbTaThl Bcex MpoBepoK 0hOPMIISIOTCS B BUJIE aKTaMH C HEOOXOUMBIMU
B KOKJIOM KOHKPETHOM CJIy4ae MPUII0KEHUSAMH.

Anmunuctpatopsl cucteM, CYBJ[ u ceTeli KOHTPOJUPYIOT COCTOSHUE
nH(pOpMAITMOHHOM 0€30MaCHOCTH Ha MOABEAOMCTBEHHBIX ydyacTKax. C 3TOM 1eNbIo
OHH:

- KOHTPOJUPYIOT MPaBUIBHOCTb BBINIOJHEHUS COTPYAHUKAMU ACHCTBUH 1O
JOCTYIY K 00beKTaM HH(POPMALIMOHHON CUCTEMBI;

- aHAJIM3UPYIOT COCTOSIHUE UH(POPMAITMOHHOMN CHUCTEMBI C LIETBIO BBISIBICHUI
MOMBITOK HECAaHKIMOHUPOBAHHOIO JOCTYIA M MCHOJIb30BaHUS MH()OPMALIMOHHBIX
cpencTB u nHpoOpMaIuu;

- KOHTPOJIUPYIOT ~ NPaBUJIbHOCTb UCIIOJIB30BAHUA ~ HMMEIOIIUXCS
KOJUIEKTUBHBIX U MHAUBHUIyaJIbHBIX CPEICTB MH(POPMAIIMOHHOM 3aIlIUTHI.

B cnyuae BbIsBIIeHHSI KaKUX-THM00 OTKJIOHEHUH WM HapyLIEHUH B cUCTEMeE
MH(OPMAITMOHHOW O€30MaCHOCTH aJAMUHHUCTPATOPBl 0€30MaCHOCTH MPUHUMAIOT
MEphl K HUX YCTPaHEHUIO CaMOCTOATENbHO, WM 4epe3 PYKOBOAMUTENS
COOTBETCTBYIOIIETO nojapaszaencHusl. OTBETCTBEHHOCTh 3a MPUHITHE 3TUX MEp U
COOOIICHHE O TPOUCHIEAIIEM PYKOBOJAUTEIIO HECET aIMUHUCTPATOP.

CoTpyaIHUKH MOpa3eeHs] aHATU3UPYIOT COCTOSIHUE CBOUX pab0O4YMX MECT
C LEJIBbIO BBISIBJIIEHUS MONBITOK HECAHKIIMOHUPOBAHHOIO JIOCTYIIA U UCIIOJIb30BaHUs
MH(OPMAIMOHHBIX CPEeACTB U MH(popManuu. B ciydyae BbISIBIEHUS TAKUX MOIMBITOK
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COTPYIHHUK COOOIaeT 00 ATOM aAMUHUCTPATOPY O€30MaCHOCTH OpPTraHHW3allud H
PYKOBOJMTEIIO CTPYKTYPHOTO MOAPA3IeTICHUSI.

st 5pdeKTUBHOTO KOHTPOJISI COCTOSHUSI MHGOPMAIIMOHHON 0€301aCHOCTH
HEO0OXOJIMMO MPOBECTU OO0YUYEHHE COTPYJHUKOB MOJApa3/IeeHUuN YUpexkIeHUs C
1EJIbIO MOBBIIICHUS] YPOBHSA MX OCBEJOMIICHHOCTH B BOINpPOCaxX MH(POPMALUOHHOM
0€30MacHOCTH.

JIist opraHu3aliid KOHTPOJIE M KOMIUIEKCHOTO MOHHUTOPUHIA CHUCTEMBI
nH)OPMAITMOHHONW 0€30macHOCTH  HEOoOXOoAWMMO  pa3paboTaTh W BHEAPUTH
CIIEIYIOLIME OPraHU3ALMOHHO-PACIOPSAUTENBHBIE W HOPMATHBHO-TEXHUYECKUE
JIOKYMEHTBHI:

— Pernamenr paccien0BaHus VHIIAJICHTOB UH(OPMAILTMIOHHON
0e3011aCHOCTH;

— JlomKHOCTHBIE MHCTPYKIIMU agMuHucTpaTopoB cuctem, CYB], cereit (B
TOM 4YHCJI€ pa3/elibl, Kacarollhecs OpraHu3ali KOHTPOJS U MOHHUTOPHUHTA
nH(pOpMAITMOHHOM 0€30TaCHOCTH);

— ITlamsaTka COTpYyAHUKA YupexneHus 10 UH(OPMAIIMOHHON
0e301acHOCTH;
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5. MEPOIPUATHUA 1O PEHIEHHUIO 3ATIAY OBECIIEYHEHUA
WH®OPMAIIMOHHOM BE3OINACHOCTH YUPEXJIEHUSI

5.1. OpraHn3anMoOHHO-PeKUMHbIC MEPONPUATHS

Brinonxenue OpraHU3alUOHHO-PEKUMHBIX MEPONPUATUI pu
oOecrieyeHnU H(HOPMAITMOHHON O€30MaCHOCTH MPEIIO0JIaraeT:

~ KaTeropupoBaHHe OOBEKTOB HWHGPOpMATHU3ALUK  YUPEXKACHHUS B
COOTBETCTBUM C PYKOBOISUIMMU HOPMATHUBHO-METOAUYECKUMU TOKYMEHTAMU 10
3anuTe nHpopmanuu PO;

~ pasrpaHHyYEHUE JI0IycKa K MH(GOPMAaLIMOHHBIM pecypcam
OrpaHUYEHHOT0 PaCIPOCTPAHEHUS;

~ pasrpaHHuCHHs JOMyCKa K ImporpaMMHoO-anmnapatHbiM pecypcam MUTKC
YupexneHus,

~ BEICHME YydeTa O3HAKOMJICHHUS COTPYIHUKOB ¢ HH(popManuen
OTrPaHU4YEHHOT'O PaCIPOCTPAHEHUS;

~ BKIIOYEHHE B  (PYHKIMOHANbHbIE  OO0S3aHHOCTH  COTPYAHHUKOB
00s13aTeNbCTBA O HEpA3MIAICHUM M COXPAHEHUM CBEACHUH OTPaHMYEHHOTO
pacIpoCcTpaHEHus;

~ OpraHu3alys YHHYTOXKEHHS WH(OPMAIMOHHBIX OTXO0JI0B (OyMa)KHBIX,
MAarHUTHBIX U T.1.);

~ BEJICHUE y4YeTa OTUYXJAaeMbIX HOCUTENEH HH(OpMaInK;

~ OpraHu3alMsi M OCYUIECTBICHHE MEPUOAUYECKOrO KOHTPOJs 3a
obecrnieueHueM UHPOPMAITMOHHOM 0€30MaCHOCTH;

~ opranmzamus ydyera CK3U, xmtoueil mudpoBaHus W MHOINUCH, HX
XPaHEHMs, SKCIUTyaTallui U YHUYTOKEHHUS.

B cooTBercTBUM C BBINIEYKa3aHHBIMU 3a/layaMi HEOOXOAUMO pa3paboTaTh
W aKTyaJIM3UpOBaTh KOMIIJIEKT CJIEIYIOLUX OpraHU3alHOHHO-
pacnopsAIUTEIbHBIX JOKYMEHTOB:

~  METOJUKa KaTeropupoBaHusi O0BEKTOB UH(POpMATU3ALMH Y UPEKACHMUS;

~  TepeyeHb KPUTUYHBIX MHPOPMAIIMOHHBIX PECYPCOB Y UPEKICHUS;

~ PpEerJaMeHT TMpeAoCTaBICHUsS JIOCTyna K HWHGOPMAlUMOHHBIM U
IPOrpaMMHO-AMIAPATHBIM pecypcam Y UupeKaeHHUS;

~  JOJDKHOCTHBbIE  OOSI3aHHOCTHM  COTPYIHHUKOB  YUpexACHHS IO
obecnieueHuto HHGOPMAITMOHHON OE30MMaCHOCTH.

5.2. Meponpusatus no Gpusnveckoi 3amure 00beKTOB U CPEACTB
uHpopMaTH3aALMU YUYpeKIeHU

Obecneuenne  ¢u3nueckol Oe3omacHOCTH  Bced  HMH(POPMAMOHHO-
TEJIEKOMMYHUKALIMOHHON CHCTEMBI YUpEXKIEHUS M OTACIbHBIX €€ 3JIEMEHTOB
ABJIIETCSI OAHOW W3 OCHOBHBIX 33Ja4, PEIIAEMbIX IOJCUCTEMOMN 3aIUThI
uHpopMarmu. Ou3nUecKre Mephbl 3alIUThl OCHOBAaHbl HAa MPUMEHEHUU Pa3HOTO
poJla MEXaHUYECKUX, 3JEKTPO- WM 3IIEKTPOHHO-MEXAHMYECKUX YCTPOWCTB U
COOPYKCHM, CHEIHAJbHO TMPEAHA3HAYCHHBIX I CO3AaHHUS  (PU3MUECKHX
NPENSATCTBUNA HA BO3MOXKHBIX MYTAX NPOHUKHOBEHHUS U JTOCTYIA MOTEHIUATBHBIX
HapyILIUTENIEH K KOMIIOHEHTaM CHCTEMbI M 3allUIIAaeMOil MHPOpMAIUH, a TaKKe
TEXHUUYECKUX CPEACTB BHU3YaJbHOIO HAOJIOJEHUS, CBSI3U M  OXpPaHHOU
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CUTHAJIA3ALIUH.

dusnyeckas 3alMTa HapaBlieHa Ha oOecrieyeHre 0e301acHOCTH:

- 1epuMeTpa HHQOPMALMOHHOM CHCTEMBI (3alUTa KOHTPOJIUPYEMOM
30HBI);

- IIepUMETpPa OTAEIbHBIX OOBEKTOB CUCTEMBI (BBIJICICHHBIX TEPPUTOPUI,
3J1aHUH, TOMEIICHU );

- HocuTened uHpopmanuu, 000pyJ0BaHMs U KaHAJIOB Mepeaadn JaHHBIX,
XpaHAIMX, 00padaThIBAIOIIUX U TEPENAIoNINX UH(POPMAIUMIO B OTKPHITOM BHJIE
(MarHUTHBIX M OyMaXXHBIX HOCHUTENIeW HWH(OpMaluu, 3SKPAHOB MOHHUTOPOB,
CEpBEPOB U PabOYMX CTAHLMMA, OTKPBITBIX KAaHAJIOB CBSI3U U T.I1.);

- KJIIOYEBBIX DJIEMEHTOB KPUNITOrPa(PUUECKUX U MAPOIBHBIX CHCTEM;

OCHOBHBIMM ~ HampaBJICHUSMU  (QU3MYECKOM  3alIUTBl  YUPEKIEHUS
SIBJISTFOTCSI:

- KOHTpoJIb  ¢u3Mueckoro  jJocryma K  00OpyJIOBaHHIO,  Ha
KOHTPOJUPYEMYIO TEPPUTOPHIO U B TTIOMEIICHUS;

- obOecneueHne 0€30IMaCHOCTH KaOeJIbHOM CUCTEMBI;

- oOecrnieueHre  0€30MACHOCTHM TpU  YTWIM3AIMKU  OTpabOTaBIIETO
o0opy0BaHus U HOcUTeNeH nHpOpPMAITNY;

- o0ecrieueHne 0€30MaCHOCTH PabOYHX MECT.

Kontpoibs pusndeckoro gocryna Kk 000py10BaHUIO, HA KOHTPOJIUPYEMYIO
TEPPUTOPUIO U B TOMEIICHUS

Ha Tepputopun VYupexnaeHus © TEppPUTOPHUAIBHBIX MOAPA3ACICHUN
CIIelyeT YCTaHOBHUTh HAAJIeXKAIIMA KOHTPOJb AocTyna B nomeuieHus. [IpaBuna
JOCTyNla Ha TEPPUTOPHUIO JOJDKHBI PETIaMEHTHUPOBATHCS COOTBETCTBYIOIIUM
MOJIOKEHUEM (MHCTPYKITUEH ).

JUtst pa3rpaHAyeHus TOCTYIA B IOMELIEHUS, TJ€ PACIIOIAraeTcsl CEpBEPHOE
o0opyZoBaHuEe W JApyrue Kputuuecku BaxHbie 00bekThl UTKC Yupexaenus,
1[eJI€CO00pa3HO MCIOJB30BaTh CUCTEMBI (hU3MYecKor 3amuThl. HeoOxomumo
COOJIIOIATh CIEYIOIINE MTPaBuiia JOCTYyTa B TOMEIICHHUS:

- Bo Bcex mnopapaszneneHusXx YUpexIeHHs HEOOXOIUMO HUCKIIOYUTh
HECAaHKIIMOHUPOBAHHOE HAXO0XK/ICHHE IMOCTOPOHHUX JIML, AaTa U BpPEeMs MX BXOAa
Y BbIXOJIa IOJ>KHBI PETUCTPUPOBATHCS.

- HeoOxomumo HeMemJeHHO W3bBATH MpaBa JOCTYNAa B 3allHUILEHHbIC
00JacTH (TEpPUTOPUIO, TOMEIICHHS) Y YBOJBHSIONIMXCS COTPYIHUKOB.

Kpome Toro, mana mnpemoTBpamieHuss yTedkd HUHGOpMAIMU U
NPOTUBOJEHUCTBUSI TMOTEHUUAIBHBIM HApPYIIMTENIAM HEO0XOIUMO COOMI0aTh
CJIeIyIOLIUE TIPABUIIA:

- Okcrmuyaranimss APM  u  cepBepoB JOJKHA OCYHIECTBIATHCS B
MOMEIICHUSIX, OOOpYIOBaHHBIX  HAJEKHBIMU  3aMKaMH, CpeICTBAMHU
CUTHAJIM3ALIHH, UCKITIOYAIOIIMMHU BO3MOKHOCTh OECKOHTPOIBHOTO
NPOHUKHOBEHUS B TIIOMEIICHUSA TMOCTOPOHHUX JIMII MU O0ECHeYnBaIOIIUMU
(U3NYECKYI0 COXPAHHOCTh HAXOJAIINXCSA B MOMEIIEHUH 3aIIUIIAeMbIX PECYpPCOB
(APM, n1OKyMEHTOB, PEKBHU3UTOB J0CTYyMNa U T.II.).
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- Pasmemenne n ycranoBka APM u cepBepoB NOKHA MCKIIIOYATH
BO3MOXXHOCTh BU3YQJIBHOTO IPOCMOTpa BBOAMMOM (BBIBOAMMOMN) HH(pOpMaLUH
JULAMH, HE UMEIOIIMMHU K HEH TOCTYII.

- VYO0opka NOMEUIEHHH, B KOTOPBIX OOpadaThIBaeTCs WIN XPaHUTCS
KOHQUACHIMAIbHAS WIM Clly)keOHas uH(popManus, JOJDKHA IPOU3BOAMTHCS B
IPUCYTCTBUM OTBETCTBEHHOI'O, 33 KOTOPBIM 3aKPEIIEHbl TEXHUYECKUE CPENICTBA
(1aHHBIE), WM JAEKYPHOTO IO TOAPA3ACICHUI0 C COOJIIOJIEHUEM  MEp,
UCKJTIOYAIOIIMX JOCTYH NOCTOPOHHHUX JIMII K 3aI[UIIAEMBIM PECYPCAM.

- B mnomemenusix Bo Bpems 00paboTku u oToOpaxeHus Ha APM
uHGOpMaIIUU OTPAHUYEHHOTO PACIPOCTPAaHEHUS JODKEH MPUCYTCTBOBATH TOJIBKO
nepcoHal, JOMYIICHHBIN K paboTe ¢ JaHHOHM MH(popMaluel. 3anpeniaercs npuemM
MOCETUTENIE B MOMEIIEHUSAX, KOI/la OCYIIECTBIISIETCS 00pabOoTKa 3alluIlaeMOoi
uH(popManuu.

- Jlns XpaHeHus CIyXeOHbIX JOKYMEHTOB M MAIUIMHHBIX HOCUTENEH C
3amuIIaeMoil  uHQopmanMend — noMelieHuss  cHaOkaroTcs — ceipamu U
MeTamueckumu  mkadpamu.  [lomemeHuss [0KHBI  OBITH  0O€CIIEUEHBI
CPEICTBAMM YHUUYTOKEHHUS JTOKYMEHTOB.

- BcnomoratenbHoe — oOopynoBaHMe — (HampuMep, — KONHMPOBAJIbHBIE
anmapatel, (akc-MallWHbI) JODKHO OBITh TaK Pa3MEIIEHO, YTOObl YMEHBLIUTH
puck HC/I x 3amuiieHHpIM 00JaCTsIM UM KOMIIPOMETALNUN KOH(PUACHINAIbHON
uH(popManuu.

-  @usnueckue Oapbepbl JOHKHBI MO HEOOXOIMMOCTH MPOCTHUPATHCS OT
noJia 10 MOTOJIKA, YTOObI MPEAOTBPATUTHh HECAHKUMOHUPOBAHHBIA JTOCTYI B
MOMEIIICHHE.

- 3ampemaercss 6€3 HaJIOOHOCTH MPEAOCTABISATH MOCTOPOHHUM JIUIIAM
UHOpPMAIMI0O O MPOUCXOJAUIEM B 3AIMIIEHHBIX OOJACTAX (TEpPUTOPUH,
MTOMEIIICHUSX ).

- Jlna  oOecnedeHus JODKHOTO  YpPOBHS — Oe€30macHOCTH M JUIA
IpeIOTBpalleHHs] BPEIOHOCHBIX JIEHCTBUH 3ampeniaercs padoTaTh B OJUHOUKY
(0e3 Hajexkamero KOHTPOJs) C KPUTHYECKHM BaXKHBIMH KOMIIOHEHTaMHU
UH(OPMAITMOHHONW CHCTEMBI.

- B Hepabouee BpeMs 3amunieHHbIE 00JacTU (TEPPUTOPUS, TTOMELICHHS)
JOJKHBI OBITh (PU3MUECKH HEIOCTYIHBI (3aKPBITHI HA 3aMKH) U MEPUOAUYECKU
IIPOBEPSTHCS OXPAHOU.

- Ilepconamy,  ocyliecTBIAIONIEMY  TEXHHUYECKOE  OOCIy>XKHBaHUE
CEpBEPOB, JIOJDKEH OBITh MPEAOCTaBJIEH JOCTYNl B 3alllMIICHHBIE O00JacTH
(TeppuTOpHIO, TOMEIIECHUSA) TOJIBKO B CiIy4ae HEOOXOJUMOCTH U TMOCIHe
noysiydeHus: paspeuieHus. Ilo HeoOXOoAMMOCTHM JOCTYN TaKoro mepcoHasa
(0cobeHHO K KOH(GUACHIIMATBHBIM JAHHBIM) CJIEYET OTPAaHUYHTh, 4 UX JEHCTBUS
CJIEIYET OTCIIEKUBATh.

- 3amperaercs UCMOJIb30BaHUE (POTOrpaPUIecKOi, 3ByKO3aMMUCHIBAIOIEH
M BUJCO ammapaTypbl B 3alIMIIEHHBIX 0O0JacTsIX, 3a HCKIIOUYEHUEM
CaHKIIMOHUPOBAHHBIX CIIy4aeB.

- Ilo oxonuanum pabodero MAHS TOMEIIEHUS C YCTAHOBJICHHBIMU
3amumeHHbiMM - APM OJDKHBI  cliaBaThCsl NOJ  OXpaHy C  BKIKOYEHHEM
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CHUTHaJIM3alluH.

O6ecnieuenue 6e3omnacHocTy kadenbHoM cuctemMbl UTKC Yupexnenus
3ammra kabGenpHOM cucremMbl WTKC HampaBieHa Ha CHIDKCHHE
BEPOSTHOCTH  HECAHKIIMOHMPOBAHHOTO JOCTYyNMa K HHQOpMauM MyTeM
raJlbBAaHUYECKOTO TIOAKIIOUCHUS K HWH(POPMAIIMOHHBIM KaOelsiM WA CHSATHS
uHpopMaruu yepe3 MoOOYHBIE AJIECKTPOMArHUTHBIC HM3JIYyUYCHUS U HABOJKH Ha
Ipyrue Kabenu, a Takke Ha 00ECIICUCHHE 3alUTh KaOeITbHOTO 000PYI0BaHHUS OT
AIEKTPOMArHUTHBIX ITOMEX.

KabGenmu osnexktponuTaHuss W CceTeBble Kabenu i Tepenadd JTaHHBIX
HEOOXOJMMO 3alUIIaTh OT BCKPBITHS IS IIeJiel mepexBata WHGOpMAIMHA U
MOBpEXAeHUA. [ yMEHBIICHUS TAaKOr0 PHCKA B IMOMEIICHUAX OpPraHu3aluu
MPEJIaracTCs Peaan30BaTh CIEAYIOIINE 3alIUTHBIE MEPHI:

- KaGenu snekTponuTaHus ¥ JUHUU CBSI3U, UAYIIHE K HHOOPMAIIMOHHBIM
CHUCTEeMaM, JIOJDKHBI OBITh TMPOBEACHBI MOA 3eMJieH (10 BO3MOXXHOCTH) HJIH
3aIMIICHBI HAJIJICKAITUM 00pa3oM € TOMOIIBIO IPYTUX CPEACTB.

- HeobxoammMo paccMOTpeTh MEpHI IO 3alllUTEe CETeBBIX Kabesaeh OoT ux
HECAaHKIIMOHUPOBAHHOTO BCKPBITHS JUISI L€V TMepexBaTa JaHHbIX UM OT
MOBPEXKJICHUS, HAIIPUMEP, BOCIIOJb30BABIIMCH SKPAaHAMU WJIM TIPOJIOKHUB OTH
JUHUU TaK, YTOOBI OHM HE TIPOXOIMIH Yepe3 O0IIeOCTYITHbIC MECTa.

- C uenpl0 CHWKEHUS BIUSHUA DJIEKTPOMArHUTHBIX MOMEX, CHIIOBBIE U
KOMMYHUKAIIMOHHBIC KaOEeIN JOJKHBI ObITh PA3HECEHBI B TPOCTPAHCTBE.

Hanexnas yrunuzanusi oTpadoTaBIIero 000py10BaHus U HOCUTENEeH HHPpopMauuu

OOopynoBanue,  TOJJEXallee  BbIBOAY M3  OKCIUIyaTaluu, U
UCIOJIb30BaHHbIE HOCUTENIM HH(OpPMALMU MOTYT COJIEpKaTh OCTATOYHYIO
UH(GOPMAIIMIO OIPaHUYEHHOT0 JocTyna. PernmamenTamus nopsaka u npouesyp ux
YTUIN3ALUU TI03BOJISIET MEPEKPHITh KaHalbl HECAHKIIMOHUPOBAHHOTO JOCTYIa K
ATOM UH(POPMALIUHU:

- ycrpoiicTBa  XpaHeHMs ~ uUH(poOpManuu,  coAepXaliue  IEHHYIO
uH(pOpMAIUIO, TIPU BBIBEACHUM W3 JKCIUTyaTallMd JIOJDKHBI OBITh (pu3mdecku
YHUUTOKEHBI, JIUOO JOJHKHO OBITh MPOBEACHO TApaHTUPOBAHHOE CTHPAHUE C HUX
OCTAaTOYHOU MH(OpMAIUK;

- Bce 00opyZoBaHUE, BKIIIOYAsi HOCUTENIM UHpOopMaluu, repes nepenadei
JIPYroMy BIIQJIEJbIly WJIM CHHCAHUEM JOJKHO OBITh MPOBEPEHO HAa OTCYTCTBUE
BaKHOU MHPOPMALIMK WK JTUIIEH3UOHHOTO MPOrPaMMHOI0 00ECTICUEeHHUS;

- JanbHemas  cynap0a  MOBPEXIAEHHBIX  YCTPOMCTB  XpaHEHUS,
COJIep KalllX BaXHYIO0 WH(PopMaIuio, (YHUUTOKEHUE UM PEMOHT) OMPEeIsaeTCs
Ha OCHOBE 3aKJIFOUEHUS SKCIIEPTHON KOMUCCHUM.

be3zomnacHocTh pabouero Mecta COTPYAHUKOB Y UpEKICHHUS
PabGoune mecta COTpyTHUKOB YUpexKACHHS - HanOOJee MHOTOYHCIICHHAS
kareropusi 00bekToB UTKC, uepe3 KoTOpble BO3MOXEH HECAaHKIIMOHUPOBAHHBIN
noctyn Kk wuHpopmauuu. JleWcTBUS COTPYAHHMKOB CIIOKHO KOHTPOJIMPOBATD,
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MO3TOMY B CHCTEME 3alluThl HHPOPMAMA HEOOXOIUMO MPEIYyCMOTPEThH
aBTOMATU3UPOBAHHBIE  MEXAaHM3Mbl KOHTPOJS JOCTyna K TEepMHUHaJaM,
MOHUTOPHUHTA 32 JEHCTBUAMH MOJIb30BATENEH U CUTHAIM3AIUY TIPU OOHAPYKEHUU
MOMBITOK HECAaHKIIMOHUPOBAHHOTO JOCTYIA, a TakKKe YCTAHOBJIEH KECTKUUI
peryiaMeHT JOCTyIa K pabouyruM MeCTaM € MOMOIIbIO OPraHU3aAIMOHHBIX MEp.

bezonacHocTh pabouunx MECT COTPYIHUKOB YupexneHus
peaycMaTpUBaET:

- JIOKYMEHThl Ha BCEX BHJIAX HOCUTENIEH M TEXHUYECKHE CPEICTBA
00paboTkn WHPOPMAIMH, JTOJKHBI XPAHUTHCS (pa3MeIaThCcsi) B IMOMEIICHUSX,
MCKJIIOYAIOIINX HECAHKIIMOHUPOBAHHBIN IOCTYI K HUM;

- HCKJIIOYEHHE HECAaHKIIMOHMPOBAHHOTO JOCTyna K UH(popMaIuuy,
XpaHsencst Ha pa3IMyHOro PoJia HOCUTENSX;

- MEPCOHAJIbHBIC KOMIIBIOTEPBI, TEPMHUHAIBI W MPUHTEPHI JTOJKHBI
3alMIATECS OJOKUpATOpaMu KIABHATYPHI, MApPOJIIMU WA JIPYTUMU METOJaMU
Ha BpeMsI OTCYTCTBHS MTOJIb30BATES;

- JOJKHBI ~ OBITb  TPHUHATHI  HAJEKHBIE  MEphl, HMCKIIOYAIOIINE
HECAHKIIMOHUPOBAHHOE UCMOJIb30BAHUE KOMUPOBAIBHON TEXHUKH;

- pacmedarku, cojepxainiue HH(POpMaIrio OTPaHUYCHHOTO JOCTYyIa
JIOJDKHBI M3bIMAThCSl M3 T€YaTalollero yCTpoiicTBa HememiieHHo. HeoOxomumo
yCTaHaBJIMBATh II€YATAIOIIME YCTPONCTBA MJisi TMe4aTh KOH(UICHIIUATBHBIX
JIOKYMEHTOB B MOMEILICHUSX, TJe paboTaloT COTPYIHUKH, OTBETCTBEHHBIC 3a MX
Y4€T, XpaHEHHE U BbIauy UCIIOTHUTEIISIM.

5.3. Meponpusitus 1o od6ecre4eHnuI0 KaTacTpopoycTroiunBoOCTH
HHGPOPMALMOHHO-TEJIEKOMMYHUKAIMOHHOM CHCTEMBI Y YpeKACHUS

OGecrnieuenne KatacTpohOyCTOMYMBOCTH HEOOXOAUMO JUIsi COXPAHCHHS
YCTOMYMBOCTH M CTAOMJIBHOCTH (YHKIMOHUPOBAHMS YUpPEXKACHUS U €€
MH(POPMALIMOHHO-TEIEKOMMYHUKAIIUOHHON CHUCTEMBl B Pa3IMYHBIX YCIOBHSX
HEONaronpusTHOrO  BO3JCHCTBUS ~ BHEIIHUX UM BHYTPEHHUX  (PAKTOPOB
TEXHOT'€HHOT'O W/WJIK IPUPOJIHOTO XapaKTepa.

st obecrniedenust KatacTpohOyCTOWIMBOCTH HEOOXOIUMO BBITIOJTHHUTH
pa®oThI, HAMpaBJICHHBIX Ha MHUHHUMM3AIMIO BO3MOXHBIX MOTEPh YUPEKIACHHUS B
YCIIOBHUSIX aKTUBHOI'O BO3JEHCTBUS BHYTPEHHEU U BHEIIHEN CPEBI.

OcHOBHBIE MEPONTPUATHS IO OOECIIEUEHHIO KaTacTPpOPOyCTONUUBOCTH
MH(OPMAIMOHHO-TEIEKOMMYHUKALIMOHHON CUCTEMBI Y UpEKICHUS
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- wuaeHTUPUKANUSA W aHaTU3 HEOJArOMPHUSTHBIX BO3JICHCTBUI Ha
MH(OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHYIO CHUCTEMY YUpEXKIeHUus, pa3padoTka
CTpaTeruil ynpaBJjeHUs! pUCKaMU, CBSI3aHHBIMU C TPUMEHEHUEM UH(POPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHON CUCTEMBI

~ ompeaeneHne  TpeOoBaHUM — YUpexKIEHUS K  HENPEPHIBHOCTH
GbyHKIHOHUPOBaHUS MHGOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON CUCTEMBI;

~ OINpeAeNICHHE CTPaTeruii BOCCTAHOBJIEHUS MH(POPMALMOHHBIX U JPYTUX
TEXHUYECKUX CUCTEM B Cllydae BOBHUKHOBEHUSI OTKAa30B U COOEB;

- paspaboTka u JOKYMEHTUPOBAHHE IJiaHa oOecrieueHus
KaTacTpo(hOyCTONUNBOCTH HHPOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOW CHUCTEMBI
Yupexaenus;

~ BHEApPEHHE HEO0OXOIUMBIX U3MEHEHU I B TEXHUYECKOM,
OpraHU3allMOHHOM W HMH(POPMALMOHHOM OOECIEUECHUH YUpPEXKACHHUS COTIACHO
pa3zpaboTaHHOMY IUIaHy obecrieueHus KaTacTpo(pOoyCTONUYNBOCTU
MH(POPMaLIMOHHO-TEIEKOMMYHHUKAIIMOHHON CUCTEMBI Y UpEKIACHMUS;

~  NOAJepKKa IUIaHa obecrneueHus KaTacTpo(OoyCTOMUYNBOCTH

UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHON CUCTEMbl YUPEXKIICHUS B aKTyaJlbHOM
COCTOSIHUU (BKJIIOYAsi TECTHPOBAaHWE IIaHA, O0y4YeHHE MepCcoHalla, TeXHUYeCKas
MOJJIEPKKA HKCIIONIB3yeMOro MPOrpaMMHOTO U ammapaTHOro oOecreyeHus,
MEePUOINYECKOE OOHOBJICHHUE TIJIaHA)

Baxneiiium kayectBoMm MTKC u, B 4YacTHOCTH, LIEHTPOB 0OO0pabOTKU
nansbix (LHOJl) Yupexnenus siBiseTcsi CnocOOHOCTh o0ecrneunBaTh TpeOyeMbli
YPOBEHb  OTKAa30yCTOMYHMBOCTH. BO3MOXXHO  TpPHUMEHEHHE  CIEAYIOIINX
TEXHUYECKUX MEPOTIPUATHH I 00€CIICUCHUS 0TKa30yCTONYHBOCTH:

- CnemyeT BHEAPATHh TEXHOJIOTHH PE3EPBUPOBAHUS XPAHIIIHII JaHHBIX.

- CepBepHOE U ApYyroe KpUTHUECKOE OOOpPYJOBaHUE CIEAYyeT pa3MellaTh
TakKuM 00pa3oM, YTOOBI CBECTM K MHUHHMMYMY H3JIMIIHUA JOCTyHn B pabouune
MOMEIICHHUS.

- OO6opynoBanue HeoOXOAMMO 3alUINaTh OT cOOEB B  CHCTEME
AJIEKTPOINIUTAHUS W JPYTUX HEMONAJA0K B dJEKTpuUYecKkoil cetu. McTouHuk
NUTaHUS  JIOJDKEH  COOTBETCTBOBATh  CHEeNU(DHUKANMAM  TPOU3BOJIUTEIS
000py10BaHUSI.

- Cnemyer paccMOTpeTh HEOOXOIMMOCTh HWCIOIB30BAHMS PE3EPBHOTO
WUCTOYHMKA TMTaHuA. J[ns1 o0opymoBaHMs, TOIIEPKUBAIONIETO KPUTHYCCKU
BaKHBIC TPOU3BOJICTBCHHBIE CEPBHUCHI, PEKOMEHIYETCS YCTAaHOBUTH HCTOYHHK
oecniepeboitHoro nutanus. [1nan neicTBUl B Upe3BbIUAMHBIX CUTYAIUSAX TODKEH
BKJIFOYATh MEPhI, KOTOPHIE HEOOXOIUMO MPUHATH IO OKOHYAHHH CPOKa TOJTHOCTH
HCTOYHUKOB OecnepeboiiHoro mnurtanus. OOopynoBaHue, paboTaromiee ¢
MCTOYHHUKaMU OecriepeOOMHOro MUTaHus, HEOOXOIUMO PETYIISIPHO TECTUPOBAThH B
COOTBETCTBHH C PEKOMEHAITUSIMUA U3TOTOBUTEIS.

- CnemyeTr paccMOTpPETh BO3MOXXHOCTh M3OJISIITUU 00JIacTel, TPEOYIOIMMX
CHIEIMATHHON 3aIUTHI, IJIs1 TOHKEHHS HEOOXOIMMOTO YPOBHS OOIIEH 3aIlUTHI.
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Jns CO3MaHMSl CHUCTEMBI oOOecredYeHuss KaTacTpo(OyCTONIUBOCTH
HEOOXOJIMMO pa3paboTaTh CIEAYIONIME OpraHU3alMOHHO-PACIOPSAUTEIbHBIE U
HOPMATUBHO-TEXHUYECKUE JOKYMEHTHI:

- ITlonutuka pe3epBHOTO KOMMPOBAHUSA U BOCCTAHOBJICHUS JAHHBIX

- Ilman obecrieueHUs1 HEMPEPBIBHOM pabOThl W BOCCTAHOBJICHHUSI
paboTtocnocodHoctu noacucrem AC

5.4. MeponpusTusi 0 pelIeHUI0 3a4a4 3amuThl MHGOpManuM OT
HECAHKLIMOHUPOBAHHOIO A0CTynA B HH(OPMALMOHHO-
TeJIeKOMMYHHKAIMOHHBIX CHCTEMAaX Y4YpesKAeHUs

OcHOBHBIE MEpPOIPUATHUS o 3aIlUTe uH(popMauu oT
HEeCaHKIMOHHpoBaHHOrO jgoctyna B HWTKC  nmomwksHbBl  mpemycMaTpuBaTh
(93 (141011 (SICK

- Ilpumenenue cepTUUIIMPOBAHHBIX AaNMapaTHO-MPOTPAMMHBIX CPEJICTB
3amuThl nHGopmaruu ot HC/I.

- Mexanusmsl 3amuTel 0T HC/[ 10mKHBI OCYINECTBIATE 3aIIUTY CUCTEMBI
OT BO3MO>KHOCTH IIOCTOPOHHUX JIUI] OCYILECTBIATh padOTy B cUCTEME (MEXaHU3MBI
uaeHTUGUKaMK U ayTeHTUUKanuu), a Takke mnoiaydarb HCI k
MH(POPMAILIMOHHBIM pecypcaM CUCTEMBbl (MEXaHU3Mbl Pa3srpaHUYEHHUs JOCTyIa B
COOTBETCTBHM C MOJHOMOYMSAMU cyObekTa). [Ipu peanmzaumuu 3TUX MEXaHHU3MOB
3alMThl  JIOJDKHA  MCHOJIb30BaThCSl ~ COBOKYIMHOCTh  OpPraHU3allMOHHBIX,
POrpaMMHBIX (ITapoJid, MAaTPULIBl JOCTYINa W Ap.), almapaTHO-IPOrPaMMHBIX U
TEXHUYECKUX METOJIOB 3aILUTHI.

- 3ammra cucrembl ot HCJ| nmomkHa oOecreumBaThCs Ha  BCEX
TEXHOJIOTMYECKHUX ATanax nepeaadv, 00paboTKU U XpaHEHHs] HHPOPMALIMK U TIPU
BCEX pexuMax pabOThl CUCTEMBbI, B TOM 4YHCJE IPU MPOBEACHUU PEMOHTHBIX U
peraamMeHTHbIX paboT. IIpu 3TOM pean3oBaHHbBIE B CUCTEME CPEACTBA 3alUThI OT
HCJI He momxHBI yXyIIIaTh OCHOBHBIE (YHKIIMOHAIBHBIC XapaKTEPUCTHUKU
CUCTEMBI.

- 3ammura cucrembl or HCJ/[ ¢ moMouipi0 mporpaMMHBIX, HTPOTPaMMHO-
anmnapaTHBIX U TEXHUYECKUX METOO0B JOJKHA 00eCTIeYnBaTh:

- 3aIIUTy TEXHUYECKUX CPEJCTB 00pabOTKH MH(MOPMAITIH;
- 3amury 0a3 TaHHBIX;
- 3alIUTY CUCTEMBbI YIIPABIICHUS.

- 3ammra ot HCJl noikHa CTpOUTHCA HA OCHOBE CUCTEMBI pa3rpaHUYCHUS
nocryna (CPJl) mnonws3oBareneid K cucteMe U ee MHGOPMAIMOHHBIM
pecypcam. OcHoBHbIMU (pyHKIMSIMU CPJ] OJIKHBI ABISTHCS:

- peanu3zanus npaBui pasrpannuenus goctymna (I1P[]) monws3zoBareneit u
UX MPOLIECCOB K MH(POPMAIIMOHHBIM pecypcam;

- peanmmsanus [IPJl monb3oBarene K yCcTpoWCTBaM CO3AaHUSI TBEPABIX
KOITMH;

- M30JBIMS  TOpOrpaMM MPOLECCA, BBINOJIHAEMOIO B HHTEpecax
M0JIB30BATEIS], OT IPYTUX MOJIb30BATENIEH CUCTEMBI;

- peanmu3zanms TpaBWJl OOMEHa JaHHBIX MEXAY TI0JIb30BATEIsIMU
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CUCTEMBI, IOCTPOSHHBIX 110 CETEBBIM MPUHITAIIAM.

- OGecneunBaromue cpeactsa CPJIl 10MKHBI BBINONHATH  CIEIYIONIUE
OCHOBHBIE (DYHKIIUHU:

- HUICHTU(UKAIMIO ¢ ayTeHTU(HUKAIMIO TOJb30BaTeNed CHUCTEMBl U
noJJIep>KaHue MPUBSI3KU K UX MPOIECCaM, BBIMOTHAEMbBIM B UX UHTEpECaXx;

- pErucTpauuio AeMCTBUH MOJIb30BATEICH U BHIMIOIHIEMBIX B UX HHTEpEcax
MPOLIECCOB, MPEIOCTABICHUE BO3MOMXHOCTH HMCKIIOYEHHUS M BKIIOUEHHS] HOBBIX
moJib30BaTee M OOBEKTOB [JOCTyMa, a TakKe W3MEHEHHE IOJTHOMOYUMN
M10JIb30BaTEIICH;

- pEaKIHio Ha TMOTBITKH HECAHKITMOHMPOBAHHOTO JOCTYyMa (CUTHAIA3AITHUIO,
OJIOKMPOBKY U T.J.), BOCCTAHOBJICHUE MeXaHU3MOB 3amuThl nocie HCJI;

- TeCTHPOBAHHUE;

- OYHCTKY OIIEpAaTHBHOW MaMsITH M pabodymx o0macTed Ha MarHUTHBIX
HOCHTEJISIX TOCJIE 3aBEPIICHUS paOOThI MOJB30BATENA C 3AIIUIIEHHBIMU JTAHHBIMU;

- yYeT BBIXOJHBIX MEUYaTHBIX U rpadudeckux (HopMm, a TakkKe TBEPbIX
KONUM B CUCTEME;

- KOHTpPOJIb ILEJIOCTHOCTH MPOTrpaMMHON M HHGOPMAIIMOHHON YacTH Kak
CPJl, Tak 1 oO6ecrieYMBarOIINX €€ CPEJICTB.

B pamxkax cuctems 3amutsl oT HCJI HE00X0a1uMO BHEIPUTH KOMILJIEKCHYIO
CUCTEMY 3aluThl 0a3 JaHHBIX, COJAEPXAIIMX KPUTHYHYIO K HapyIICHUIO
0e30macHOCTH HH(POPMALHUIO.

JIIst co3maHusl CHCTEMBI 3alUThl HHPOPMAIMKM OT HECAHKIIMOHUPOBAHHOTO
I0cTyna B WH(GOPMAIMOHHO-TEICKOMMYHHKAIIMOHHBIX CHUCTEMaX Y UpeKIeHUS
HEOOXO0MMO pa3paboTaTh CIEIYIONIME OPTaHW3AIMOHHO-PACTIOPSAUTEIbHBIE U
HOPMAaTHBHO-TEXHUYECKUE JOKYMEHTHI:

- llonmoxxeHne O pasrpaHUYeHUM NpaB AOCTyna K HH(POPMALMOHHBIM
pecypcam

- JIOKHOCTHBIE MHCTPYKIIMA — AJMUHUCTPATOPOB U COTPYIHUKOB
0€30MacHOCTH.

5.5. Meponpusitus no odecne4eHn0 60€30MacHOr0o MHGOPMAUNOHHOTO
B3aUMOJCHCTBUSL YUYPEXKICHUs1 € OPraHM3auusMH, MHUHHUCTEPCTBAMHM M
BeIOMCTBAMU

K 0CHOBHBIM MEPOIPUATHUSAM 10 00ECIIEYEHUIO O€30MTACHOCTH CETEBOTO
MH(OPMAIMOHHOTO B3aUMOJCHCTBUS Y UPEKIECHUS C BHEIIHUMU MOTPEOUTEISIMH,
MOJI30BATENSIMU M HCTOYHUKAMHU UHPOPMALIUU, OTHOCATCS:

- IlpenotBpaiienue BO3MOXHOCTH YTEUKHU KOH(UIEHIIUATEHOM
uHpopmaiuu, oopadarsiBaemoit B UTKC Yupexxnenus, yepe3 BHEIIHIOIO CETh.

- Ob6ecneuenune 3ammthl pecypcoB UTKC co cTopoHbI BHEIIIHEH CETH.

Tak kak pecypcet UTKC (B wactHOocTH — cuctema «[amaktuka ERP»),
IpeIHAa3HAYEHHbIE Ul JOCTyla W3 BHEIIHEHW ceTH (M0 KaHajaM CBSI3M ceTei
OOIIEero MOJb30BaHUs), MOABEPKEHBbl aTakaM M3 BHEIIHEW OTKPBITOM CEeTH, TO
BEJIOMCTBEHHBIN (3alUILIEHHBIH, coaepxKalun KOH(HICHITMATEHYIO
uHPOpPMAIIMIO) U BHEIIHUN (OTKPBITHIA) TpaQUKU TOJKHBI OBITh (PU3NYECKU
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pasaenensl — B UTKC He MOMKHO OBITh BBIUMCIMTENBHBIX CPEACTB (pabodmx
CTaHI[MH, CEpPBEPOB, MEXKCETEBBIX OSKPAHOB), KOHIECHTPUPYIOUIUX Ha cebe
OJIHOBPEMEHHO BEJOMCTBEHHBIN U BHEIIHUN TpaduK.

[Ipu opranu3anmu CETEBOro B3aUMOICUCTBHUS CIIEIYET UCIIOIb30BaTh
CPEACTBA 3aIUThI:

- BblieneHHble cpecTBa MEKCETEBOTO SKPAHUPOBAHUS (MIIM MEKCETEBbIC
9KpaHbl), yCTaHABIMBAaE€Mble Ha CTBIKE CETEHW, KOHLEHTpUpYIOIIHEe Ha cebe
MeKCeTeBOM Tpauk;

- MexaHu3Mbl KOHTPOJS JOCTyINa K JIOKAJIBHBIM M CETEBBIM peECypcam,
Bxoasmue B coctaB C3M HC/l, ycranaBinBaemMoil Ha pabouue CTaHIMU U CEPBEPHI
NTKC, pematomue 3amauu GUIbTPANMA BHYTPUCETEBOTO Tpaduka W JOCTyHa K
JIOKaJbHBIM pECypcaM;

- AHTHBUPYCHBIE CPEJICTBA;

- CpencrtBa 0OHapyKEHHsI KOMIIbBIOTEPHBIX aTaK.

VYKa3aHHBIMU CPEICTBAMH JI0JKHO 00€CTIeYMBaThCS:

- pasrpaHuyeHHe Joctyna (1Mo BXOJAIIEMY U UCXOAsIeMy Tpadukam) 1o
anpecam (IP agpecam) u ceTeBbIM NMPOTOKOIAM K XOCTaM BHEIIHEH/BHYTpEHHEH
CETH;

- TpaHCISAUUA aJpPEeCcOB — BO BHEIIHEH CETU JOHKEH OBITh “BHUJIEH” TOJIBKO
aZpec KpUIITOMAapLIPYTU3aTOPa, YTO MO3BOJISIET CKPBIBATh CTPYKTYPY BHYTPECHHEU
ceTu (aapeca paboyux CTaHIUMN U CEPBEPOB BHYTPEHHEH CETH);

- 3ammTa OT CETEBBIX aTak (BUPYCHI, IIMHOHCKUE MPOrpaMMbl, aTakd Ha
OTKa3 B 00CIIy)KBaHUN);

- ayIuT JAO0CTyNa K pecypcam BHELIHEH CEeTH;

- ayTeHTU(]UKAIMS yIaJeHHBIX T0JIb30BaTeNIeH

BaxneiiiuMm ycinoBreM o0ecriedeHus 3alUIIeHHOT0 TOCTYIa K BHEITHUM
pecypcaM SBIISIETCS peaau3alysl 1EMUIUTAPU30BaHHOM 30HBI, C LENBIO
buznyecKoil U30AUN BHYTPUCETEBOTO U BHEIIHEr0 Tpadukos. [laHHOE peleHune
JOJKHO MO3BOJIATHh B3aNMOJEHNCTBOBATH MOJIb30BATENSIM BHELIHEN CETH TOJIBKO C
CEpBEPAMM BHEIIHETO JOCTYyMA, U Je]aTh HEAOCTYIHBIM JUIsl HUX JOCTYII, IIPEXKIE
BCEro, K BHyTPEHHUM CEepBepam, a Takke K padouyuM CTaHLUAM 3alUIIaeMOM
KOPIOPAaTUBHOM CETH, J1ayKe IPH MPEOJ0JIEHUH 3aLUThI, PEAIN3yEMON CPEACTBAMU
MEXCETEBOI0 IKPAaHUPOBAHMS.

5.6. Meponpusitusi 10 OPraHU3alMy KPUNTOrpa@puuecKou 321U ThI
uHpopManMU

B nensax 3amutel koH@uaeHuanbHo uHbopmanuu B AUC Yupexnenus
JOJDKHBI TIPUMEHSATBCS. CPEACTBA KPUNTOrpaQUUECKON 3aliuThl HHPOpMaLUU
(CK31).

K CK3U nipeabsBasitoTcs caeayomue TpeOoBaHus:

- CK3M pomxHBI JOMyCKaTh MX BCTPAWBAaHUE B TEXHOJOTMYECKYIO CXEMY
00pabOTKM DJIEKTPOHHBIX COOOIICHM, OOecrneynBaTh B3aUMOJCHCTBUE C
MPUKIAAHBIM MTPOTPAMMHBIM OOECIIeYeHHEM Ha YpPOBHE OOpabOTKH 3ampocoB Ha
KpunTorpaduueckre npeodpa3oBaHus U BbIIaYH PE3yJIbTATOB;
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~ CK3M noyKHBI NOCTaBIATHCS pa3padOTUMKAMU C MOJTHBIM KOMIUIEKTOM
DKCIUTyaTallMOHHOM JOKYMEHTAIlMM, BKJIIOYAs OIMCAHUE KIIIOUYEBOW CHCTEMBI,
npaBuiia paboThl C HEW, a Takke 00OCHOBAaHUE HEOOXOJUMOIO OpPraHU3alMOHHO-
IITaTHOTO OOECIEUEHUS;

- CK31 jnomxHBl OBITH  pEaJM30BaHbl Ha OCHOBE  aQJFOPUTMOB,
COOTBETCTBYIOIIMX HALIMOHAIBHBIM cTaHjaaptaMm Poccuiickoit ®enepannu u (min)
YCIIOBHSIM JIOTOBOPOB C KOHTPAareHTaMU;

- CK31 pomkHBI MMETh CTPOTMH pErIaMeHT HCIOJIb30BAHMS KIIOYEH,
MPEANOJaraloiiii KOHTPOJIb CO CTOPOHBI AJMHUHHUCTpaTopa O€30MacHOCTH 3a
JEHCTBUSIMH TIOJIH30BATENII Ha BCEX 3Tamax padOThl ¢ KIIOYEeBOW HH(pOpMaIruen
(moJyYeHHe KIIF0YEBOr0 HOCHUTENS, BBOJ KITFOUEH, UCITOJIB30BAaHUE KITIOUEH U clladya
KJIFOYEBOT'O HOCUTEJIA);

- CK3U nmomxHbl 00ecnieunBaTh peaanu3alvio mpoieayp copoca kiouei B
Clly4asiX OTCYTCTBHMSI INTAaTHOM AKTUBHOCTH IIOJIB30BATEIE B COOTBETCTBUU C
pErIaMEeHTOM HCIIOJIb30BAaHUS KIIFOUEH;

- CK3U He momkHbl NpeabsaBiIsaTh TpeOboBaHuii k OBM mo cnenuanbHOM
IIPOBEPKE HA OTCYTCTBUE 3aKJIAJHBIX YCTPOWCTB, €CIM HHOE HE OrOBOPEHO B
TEXHUYECKOM TOKYMEHTAllH Ha KOHKPETHOE CPEJICTBO 3AILUTHI;

~ CK3U1 He nomxHbI TpeOOBaTh JONOJHUTEIBHOM 3alIUTHl OT YTEUKH IO
n0OOYHBIM KaHaJIaM 3JIEKTPOMArHUTHOTO U3ITyYEHUSI.

I[Ipn mpumenennn CK3U B AUC JNOJDKHBL  TIOAACPKUBATHCS
HEMPEPBIBHOCTh MpoIeccoB npoTokonupoBanus padotel CK3M u obecneueHus
LETOCTHOCTU IPOTrpaMMHOr0 o0ecreueHus i Beex anemenToB AVIC.

NudopmanmonHass 0e30MacHOCTh IPOLIECCOB HM3TOTOBJICHHS  KIIFOYEBOM
uHpopmaruu  gokymeHtoB CK3W  nmomkna oOecreyuBaTbes KOMILIEKCOM
TEXHOJIOTUYECKUX, OpPraHU3ALMOHHBIX, TEXHUYECKUX M MPOTPAMMHBIX MeEp U
CPEACTB 3AILUTBHI.

PernameHnT TreHepauuu, pacnpelnesieHus, XpaHEHHs M YHHUYTOXKCHMS,
MO3K3EMIUISIPHOTO Y4eTa KpUNTOrpapHUuecKux KIIHYel, a Takke NepuoanyecKue
OPOBEPKU  BBIMIOJIHEHUS MOJb30BATENIIMU  TPEOOBAHMNW 1O XPaHEHUIO U
SKCIUTyaTalui Kpunrtorpadudeckux kitoued ompenensiercs «MHcTpykmueit o6
OpraHu3aliy ¥ 00eCIeYeHUU 0€30MaCHOCTH XpaHEeHUs, 00pabOTKU U TIEpe1avu 1o
KaHajlaM CBSI3U C HCIOJb30BAaHUEM CPEACTB KPUIITOrpapUUecKOr 3aluThl
uHpOpMalMM C OrpPaHUYEHHBIM JIOCTYIIOM, HE CoOJep)Kallleld CBeJIeHUM,
COCTaBJISIIOIIMX TOCYyAapCTBEHHYIO0 TaHy» OT 13 wuroHsa 2001 r. Nel52. /lannas
NucTpykuus onpenenser eauHbld Ha Tepputopun Poccuiickon denepaunu
MOPSZIOK OpPTraHu3alMi U oOecreueHusi Oe30MacHOCTH XpaHEHHs, 00padOTKH U
nepefayr Mo KaHajaM CBSI3M C HCNOjdb30BaHueM ceptuduuupoBanHbix CK3U
(mM@poBaIbHBIX CPEICTB) MOJUIEKAIIEH B COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickoit denepanuu 00s3aTenbHON 3ammTe WHGOPMAIIMK C OTPAHMYCHHBIM
JIOCTYTIOM, HE COJIEpIKAIIEN CBEICHUM, COCTABIIAIOIIMX I'OCYIapCTBEHHYIO TalHY.

Ncnons3zoBanne CK3U 10MKHO OCYIIECTBISITHCS B TOJIHOM COOTBETCTBUH C
KOHCTPYKTOPCKOM M DKCIUIyaTallMOHHOW JOKYMEHTAIMeH, NPEeaCcTaBiIsieMOU
npousBoauresieM CK3U. Buayrpennuii mnopspok npumeHenus CK3U B
VYupexxaeHus JOJKEH BKIIFOYATh:
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~ MOPSAIOK BBOJA B JEHCTBUE;

~ MOPSAOK 3KCIUTyaTalluu;

~ MOPSAJOK BOCCTAHOBJIEHUS pa0OTOCIIOCOOHOCTH B aBapUUHBIX CIIy4asiX;

— MOPSIOK BHECEHUS U3MECHECHMI;

— MOPSIOK CHATHS C DKCIUTyaTalllu;

~ MOPSAOK YIIPaBJICHUS KIOYEBON CUCTEMOM;

~ MOPAJOK OOpaIleHUs] C HOCUTENSIMU KITIOUEBOUM HH(OpMAaLIUK.

5.7. MeponpusiTusi 10 AHTUBMPYCHOMH 3a1IUTe HHPOPMALMOHHBIX
pecypcoB YupeskIeHus!

Llenpro co3/1aHMs CUCTEMBl aHTUBUPYCHOM 3alllUTHl SIBJIAETCS O0OECIIEUEHHE
3aIMIIEHHOCTH MH(OPMALIMOHHO-KOMMYHUKAILIMOHHON CUCTEMBI YUpPEKIEHUS OT
BO3JICUCTBUSA Pa3IUYHOTO pona BPEAOHOCHBIX porpamm U
HECAaHKIIMOHUPOBAHHBIX MACCOBBIX IIOYTOBBIX PACCBUIOK, MPEAOTBPALIEHUS HX
BHEJPEHUSI B MHPOPMAIIMOHHBIE CUCTEMBbI, BBISBICHUS U OE30MaCHOTO yAaJeHUs
U3 CHUCTEM B Cllyyae MOMaJaHus, a Takke (UIbTpAlUHU JOCTyNa MOJIb30BaTesIeH
YupexxaeHuss K HENpOAYKTHBHBIM MHTepHET-pecypcaM M KOHTPOJSA HX
IIEKTPOHHOM IEPETIUCKHU.

OcHoBorosararoluMy TpeOOBaHUAMH K CUCTEME aHTUBUPYCHOW 3alIUThI
YupexxaeHus ABISIFOTCS:

- pelleHue 3aJa4yd aHTUBUPYCHOM 3aIlMTHl JOJDKHO OCYIIECTBIATHCS B
oOmem Buzae. CpencTtBo 3alMThl HE JOJDKHO OKa3blBaTh MPOTHBOJCUCTBHE
KOHKPDETHOMY BHUPYCY WM Tpynne BHPYCOB, MPOTHUBOJACUCTBUE JOJKHO
OKa3bIBATHCS B MPENOJIIOKEHUAX, YTO BUPYC MOXKET ObITh 3aHECEH Ha KOMIIbIOTEP
1 0 BUpYyce (0 ero CTPYKType (B YACTHOCTH, CUTHATYPE) U BO3MOKHBIX JEHCTBUSIX )
HUYEro HE U3BECTHO;

- pelleHue 3aJaud aHTUBUPYCHOM 3allMThl JOJKHO OCYLIECTBISTHCA B
peanbHOM BPEMEHH.

MeponpusATrs, HamnpaBJIEHHbIE Ha pEIICHHE 337a4 [0 aHTUBUPYCHOMU
3aluTe:

- HEOOXOIMMO MPOBOAMTH MOJUTHUKY, TPEOYIOLIYIO YCTaHOBKHU TOJBKO
JMIIEH3UPOBAHHOTO MPOTPAMMHOI0 00ECIICUEHHUS;

- AHTUBUPYCHBIE  NPOrPaMMHBIE  CpPEICTBA  JOJUKHBI  PETYJISIPHO
OOHOBJIATBCA M UCHOJIB30BATHCS I MPOPUIAKTUUECKUX MPOBEPOK (PKEIaTeNIbHO
€XEe/THEBHBIX);

- HENpepbhIBHBIM  KOHTPOJAb  HAJA  BCEMHU  BO3MOXHBIMHU  MYyTSIMHU
MIPOHUKHOBEHUSA BpeAOHOCHBIX mporpaMMm B MTKC VYwupexneHnus, MOHUTOPHUHT
AHTUBUPYCHOM 0€30MaCHOCTH M OOHapy)XKeHUE JECTPYKTUBHOW aAKTHUBHOCTH
BpPEIOHOCHBIX Iporpamm Ha Bcex oobekTax MTKC;

- ©KEIHEBHBIM aHalIM3, PAHXKUPOBAHME U TMPEIOTBPAILCHUE Yrpo3
pacnpoCTpaHEHUsT M BO3ACUCTBUS BPEAOHOCHBIX IPOrPAMM ITYyTEM BBISBICHHUS
ys3BuMocTeil ucnonszyemoro B WTKC mporpammuoro oGecneuenus OC u
CETEBBIX YCTPONCTB M YCTpaHEHHs OOHapyX EeHHBIX Ne()EKTOB B COOTBETCTBUU C
JaHHpIMM  1noctaBumka [0 w  fApyrux crnenuanu3HpOBaHHBIX — AKCIEPTHBIX
AHTUBUPYCHBIX CITYXO.

- TMpOBeNEHHE MPOPHIAKTUUECKUX MEPOIPHUAITHI MO MPEIOTBPALIECHUIO U
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OTPAaHUYEHUIO BUPYCHBIX SNHUAEMHUN, BKIIOYAIOIIMX 3arpy3Ky U pPa3BEpPTHIBAHUE
CHEIUAIbHBIX TPAaBWI HEUTpanu3anuu (OTPaKEHUIO, U3OJISIUU U JIMKBUIAIUN)
BPEIOHOCHBIX IIPOIpaMM Ha OCHOBE PpEKOMEHJALMK I10 KOHTPOJIKO aTak,
MOJATOTaBINBAEMBIX pa3pabOTUMKOM CPEACTB 3aIIUThI OT BPEIOHOCHBIX MPOTpaMM
U APYTUMU CHEIUATU3UPOBAHHBIMU SKCIIEPTHHIMU aHTUBUPYCHBIMH CITY>KOaMH 10
TOTO, KaKk OyJyT BBINYIICHBI (haliibl UCIIPABICHUMN, MPU3HAKOB M aHTUBUPYCHBIX
CUTHATYP.

- HEOOXOIMMO  TMPOBOJUTH  PETYIAPHYIO  IPOBEPKY  ILIEITOCTHOCTH
KPUTUYECKHA BAXXHBIX MPOTPAMM U JaHHBIX. Hammune numHuX (aijioB U CIEI0B
HECAHKIIMOHUPOBAHHOTO BHECEHUSI M3MEHEHUH JTOJKHO OBITh 3aPErUCTPUPOBAHO B
KypHAJIE U pacCiIeIOBaHO;

- JIUCKEThI, JIUCKHU, TUCKOBBIE HAKOMHUTEIM JIO0OTO THUMA HEU3BECTHOTO
MIPOUCXOXKICHHUS CIEAYET MPOBEPITH HA HATUYUE BUPYCOB 110 UX UCIIOJIb30BAHUS,

- HEOOXOJIMMO CTpPOrO MPHUACPKUBATHCS YCTAHOBJIEHHBIX MPOLEAYpP IO
yBEeIOMJIEHUIO O ciydasax nopaxeHuss ANC KOMIBIOTEpPHBIMH BHpPYCaMH U
IIPUHATUIO MEP I10 JIMKBUAALMHU ITOCIEACTBUM OT UX IPOHUKHOBEHUS;

- clenyeT UWMeTh IUIaHbl oOecmedyeHus OecrnepeOoitHOM  paboTh
OpraHu3alyu I CIIy4aeB BUPYCHOTO 3apa)K€HUs1, B TOM YHMCJIIE ILUIAHBI PE3EPBHOTO
KOIUPOBAHUSI BCEX HEOOXOJMMBIX JAHHBIX U MPOrPaMM M WX BOCCTAHOBJICHUSI.
OTh  Mepbl  OCOOCHHO  BaXKHBI  JJII  CETEBbIX  (DalJIOBBIX  CEpPBEPOB,
MOAJIEP>KUBAIOIIMX OO0JIBIIOE KOTUYECTBO Pa0OUYMX CTaHLIUM.

B pamkax co3gaHusi CUCTeMbl aHTUBUPYCHOM 3alllUThl MH(POPMAIIMOHHBIX
pecypcoB YupexieHus HeoOX0IUMO pa3padoTaTh CIEAYIOLIUE OPraHU3aMOHHO-
pacmopsIANTENbHBIE U HOPMATUBHO-TEXHUUYECKUE JOKYMEHTHI:

- llomoxxenne 00 aHTUBUPYCHOM KOHTpOJE, BKJIOYas ONpenesieHue
OCHOBHBIX IIeJied W 00JacTH NPUMEHEHHUS! CUCTEMbl AHTUBUPYCHOM 3alllUTHI,
TpeOOBaHMS K MIEPCOHAITY, CTENIEHb OTBETCTBEHHOCTH, CTPYKTYPY M HEOOXOAMMBIN
YPOBEHb 3alIUMIICHHOCTH OT BPEAOHOCHBIX IPOTPAMM, CTaTyC U JIOJDKHOCTHBIE
00513aHHOCTH COTPYHUKOB
JIOIDKHOCTHBIE WMHCTPYKIIMU QJIMHHHCTPATOPOB U COTPYAHHUKOB O€30MaCHOCTH,
KOTOpPBIE JOJKHBI BKJIIOYATh:

- [Topsimok yCTaHOBKM H HACTPOMKM CpPEACTB aHTUBUPYCHOU
3aIIUTHI;

- [Topsinok skcrutyatani Cpe/iCTB aHTUBUPYCHOM 3allUThI, B T.4.
ob6HoBiieHue [10, MOHUTOPHUHT U YIIPABJICHUE;

- [Topsimok AercCTBUSA B IEPUO BUPYCHBIX DITUAEMHUM;

- ITopsanok neucTBui Npu BOZHUKHOBEHUM BHEILITATHBIX CHUTYALUH,
CBSI3aHHBIX C pa0OTOCTIOCOOHOCTHIO CPEJICTB AaHTUBUPYCHOM 3aIlIUTHI;

- [Topsimok AercTBUSA 1711 YCTPAHEHUS TTOCIIEICTBUM 3apayKEHUM.

- TexXHOTOTMYEeCKUE NHCTPYKLIUH
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5.8. Meponpusatusi 1o OOHAPY:KEHHI0 KOMIIBIOTEPHBIX AaTak Ha
HHPOPMALMOHHBIE pecypcbl M  TEJICKOMMYHHMKAIMOHHBbIE  CHCTEMbI
Yupexaenust

OcHoBonoJNararouMmMu TpeOOBaHUSIMHU K CHCTEME OOHAPYKEHUs
KOMITBIOTEPHBIX aTak Ha MH(GOPMAIIMOHHBIE PECYPCHI U TEIEKOMMYHHUKAIIMOHHBIE
CUCTEMBI YUPEXKIACHUS SBISIIOTCS:

- cuctemMa OOHapy»KeHHs  KOMIIBIOTEPHBIX  aTak  JOoJbKHa  OBbITh
cepTu(UIMpPOBaHa,;

- cucrteMa OOHApY)XEHHUS KOMITBPIOTEPHBIX aTak JOJDKHA OBITh CIIOCOOHA
BBISIBJSITh ~ aTaKW, HANpaBJICHHbIE HA HapylleHWEe KOH(PUACHIMAIBHOCTH,
IEJIOCTHOCTH M IOCTYITHOCTH MH(OPMAITMOHHBIX PECYPCOB.

Cucrema oOHapyXeHUSI KOMITBIOTEPHBIX aTaK JIOJHKHA 00ECIIeYnBaTh
BO3MOYKHOCTH BBIIIOJHEHUS CIAEAYIOIINX OCHOBHBIX (DYHKIIUN:

- BBIBJIEHME HMH(POPMAIIMOHHBIX aTaK Ha MPUKIAAHOM YpPOBHE CTEKa
TCP/IP nocpeacTBoMm aHalin3a MakeToB AJaHHBIX, nepenaBaembix B UTKC;

- OJIOKMpOBaHHE MAKETOB JAHHBIX, HapYLIAIOMIMX 3aJaHHYIO MOJUTHKY
0e30I1aCHOCTH;

- MOHUTOPHUHI Tpaduka, IUPKYJIUPYIOIIEr0 Ha CETEBOM, TPAHCIIOPTHOM U
IIPUKJIAHOM YPOBHSX MOJEIIN B3aUMOJIEUCTBUS OTKPBITBIX CUCTEM;

- BBISIBJICHUE aHOMAJIMH CETEBOro Tpauka;

- OMNOBEIIECHUE aJAMUHUCTpATOpa 0E30MaCHOCTH 00 OOHAPYKEHHBIX aTaKax
WJIM aHOMAJIUSX CETEBOro Tpaduka.

5.9. MeponpusiTusi 10 COBEPHICEHCTBOBAHUIO OPraHU3ALMOHHO-
INTATHOM CTPYKTYpPbl NOApPa3JeJieHHMH, OTBEYAWIUMX 3a olecrmedyeHue
HH(POPMAIIMOHHOM 0€30IIACHOCTH YUpeKIAeHUs

OCHOBHBIE MEPONTPUATHS IO COBEPIIEHCTBOBAHUIO OPraHU3aI[MOHHO-
IITaTHOM CTPYKTYpBI NOAPA3AIECHUH 3alIUThl HHOOPMALIUU:

- OCHAILEHHE IPOrpaMMHO-TEXHUYECKHUMH CPEIACTBAMH [UISl IPOBEICHUS
KOHTpoJiA coctossHus b B Yupexnenus

- TPOBEIECHHWE  MEpONPUATUH MO  MOBBILICHUIO  KBaJIU(PUKAIIU
COTPYIHHUKOB.

5.10. MeponpusiTusi 0 NOBBIICHUIO KBAJIU(PUKALMH
CNENHMATUCTOB B 00/1aCTH 3alIIUTHI HHGOPMALMH

[logrotoBka © MEpenoAroTOBKA  MOJb30BaTENECd H  CHELUAJIUCTOB
YupexaeHus no 3amute uHGOpMauu TpeOyeT CO3/IlaHhe CUCTEMbI MOBBIIICHUS
YPOBHSI TEXHUYECKOM T'PAaMOTHOCTH W HWH(POPMHPOBAHHOCTH IOJIh30BaTENIC B
obmactu  MHQPOpPMAIMOHHOM  0€30MacHOCTH, a TaKXKe MepenoAroTOBKHU
CHEUAINCTOB MO 3ammTe uHbopmaruu. i1 3TOro HEoOXOAUMO PETYJISIPHO
MPOBOAUTh TPEHUHTW JUIsi TIepcoHada M KOHTPOJIb TOTOBHOCTH HOBBIX
COTPYIHUKOB IO TMPUMEHCHHUIO MpPaBUJ HWHPOPMAIMOHHOW 3alIUTHI, a TaKXKe
MEPUOANYECKH OCYIIECTBIATh MNEPENOATOTOBKY CHEUUAIUCTOB MOAPA3AEICHUN
3amuThl nHGopmaruu. OCOOEHHO BaXHO MPOBOAUTH TPEHWHTU MPU W3MEHEHUU
KoH(purypanun wHHOPMAIMOHHON CUCTEMBI (BHEAPEHWU HOBBIX TEXHOJIOTHHA H
MNPUKIAIHBIX  ABTOMATU3MPOBAHHBIX  CHUCTEM, CMEHBI o0opyIoBaHUS,



42

OTIEPAITMOHHOW CHCTEMBI, KITFOYEBBIX MPWIOKCHHUHN, TPUHATAN HOBBIX MPABHII WIIH
HHCTPYKIIMH | T.]I.)

5.11. MeponpusiTust 10 BHyTPeHHeMY ayAuTy HH(OPMALMOHHBIX
CHCTEM YupexaeHus

BHyTpeHHui ayautT MHPOPMAIIMOHHBIX CUCTEM Y UPEKICHUS TPOU3BOIUTCS
COTPYJHUKAaMH, OTBETCTBEHHBIMH 3a HWH(POPMAIMOHHYI O0€30IacHOCTh, II0
pacnopsKEHUIO pyKoBoAMWTeNd YupexiaeHuda. CpokH U PEXUM MPOBEICHUS
BHYTPEHHETO ay/ITa yCTAHABIMBAIOTCA PYKOBOAUTEIIEM Y UPEIKICHUS.

Llenpr0 BHYTPEHHErO ayJWTa SBISIETCS OLEHKA TEKYIIEr0 COCTOSHHUSA
cuctembl nHpopmanmonuon 6ezonacaoctu UTKC, pa3paboTka win akTyanu3arus
OpPraHU3allMOHHBIX W TEXHUYECKUX TpeOOBaHUM K CHUCTEME HH(POPMALUOHHOU
0e30MacHOCTH YUpexJeHUs, MPOTHO3BMPOBAHUE HA OCHOBE 3TOr0 TpeOyeMbIX
3aTpaT Ha €€ NOJEPKaHNE U MOJIECPHU3ALUIO.

TpeboBanus k cucreme HHPOPMALMOHHON 0€30IaCHOCTH pa3padaThIBAIOTCS
Ha OCHOBE aHanu3a CYILIECTBYIOIIUX yrpo3 MH(pOPMaLMOHHO-
TEJIEeKOMMYHHUKAaLMOHHON CUCTEMbI,  WUJEHTHU(PHUKALIUU  CYIIECTBYIOLIUX
YSI3BUMOCTEH U OLIEHKH BEJIMYUHBI BO3MOXKHOT'O yliepoa.

Pe3ynbrarel aynura JOJDKHBI COJEP)KaTh OTYETHI IO OOECIEYEHUIO
0e30macHOCTH MH(POPMAIMOHHON CHUCTEMBl NOJpa3feiieHUus B LEJIOM WIH €€
JIOTUYECKUX KOMMIOHEHTOB. OnucaHus, BbISBICHHbIE (DAKThI U PEKOMEHJIALUU,
MOJIyYEHHbIE B XOJI€ MPOBEACHHS ayJuTa, JODKHBI OBITh HCIOIB30BaHbI IS
JanbHENIIeH OEHKH 3alMIIEHHOCTH NH(HOPMAIIMIOHHON CUCTEMBI.

AyaUT TPOBOJIUTCA HE3ABUCUMO OT COTPYIHUKOB, OTBETCTBEHHBIX 32
(GyHKUHOHUpPOBaHUE o0O1Ie cucrembl noaaepkku. HeoOxonumble TpOBEpPKH
MOTYT OBITh OCYHIECTBJIEHBl KaK W3HYTPH, TaKk M U3BHE WH(OPMAIMOHHOU
CUCTEMBI.

KowmrmiekcHple mpoBepkd Mep 10 obecnedeHuio HH(OpMaIMOHHOM
0€30MMacHOCTH MPOBOJATCS HE peXe OJHOro pasza B roj. OTaenbHbIE MPOBEPKU
CUCTEM Ha NOTEHLMAIBHBIE MOBPEXACHUS OCYIIECTBISIIOTCS C NEPHUOIUYHOCTHIO,
HEOOXOMUMOW  JJIsl  TmoAajepkKaHusi TpeOyeMoro ypoBHS  ONEPaTUBHOCTU
CTaTUCTUYECKUX JaHHbBIX.



